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1 Introduction
The emergence of large-scale quantum computers poses an existential threat
to many widely deployed cryptographic primitives that underpin today’s dig-
ital infrastructure. Shor’s algorithm can break the integer-factorisation and
discrete-logarithm problems on which RSA, Diffie–Hellman, and elliptic-curve
schemes rely, while Grover’s search provides a generic quadratic speed-up against
symmetric constructions. In response, the cryptographic community has em-
barked on standardization efforts, as well as on academic research into algo-
rithms that are believed to resist quantum adversaries.

The transition to post-quantum cryptography (PQC) is far from a simple
“drop-in replacement”. Security proofs that hold in the classical random-oracle
model (ROM) often collapse under the more powerful quantum random-oracle
model (QROM). Widely used cryptographic transformations such as Fujisaki-
-Okamoto (FO) or Fiat-Shamir acquire new subtleties. Many higher-level pro-
tocols, such as TLS and SSH, rely on composability guarantees that have not
yet been lifted to the quantum setting. Moreover, the practical deployment
of PQC is constrained by a lack of PQC options, dramatically larger keys, ci-
phertexts and signatures, heterogeneous hardware requirements, and limited
cryptographic agility in legacy systems.

The purpose of this report is therefore twofold:

1. Systematic Gap Identification. We survey the current state-of-the-art
of quantum security of cryptographic building blocks (security models,
symmetric primitives, asymmetric schemes, advanced constructions such
as oblivious transfer or functional encryption, and end-to-end protocols).
We identify the theoretical limits that have been proven (e.g., separations
between ROM and QROM, tightness of reductions, impossibility results)
and highlight open gaps where applications are lacking PQC primitives,
security proofs are missing, assumptions remain unverified, or performance
constraints render a construction impractical.

2. Application-Level Needs. By mapping these gaps onto real-world use
cases we identify the applications that require robust PQC solutions:
key-exchange and encapsulation mechanisms for TLS/SSH handshakes,
digital signatures for public-key infrastructure (PKI) and code signing,
authenticated encryption in low-power IoT and mobile devices, privacy-
preserving protocols such as anonymous credential, secure multi-party
computation and private group messaging.
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By providing a unified view of the state of knowledge and the open prob-
lems across the entire cryptographic stack, this report aims to guide both aca-
demic investigations and engineering efforts toward the most critical gaps. Ul-
timately, closing these gaps will be essential for achieving a secure, performant,
and future-proof digital ecosystem in the quantum era.

1.1 Organization
The report is divided into eight sections:

• Section 2: Security Models & Transformations reviews the random
oracle landscape, recent advances in history-free reductions, compressed
oracles, and quantum-aware rewinding techniques. It also analyses the
applicability of universal composability, Fujisaki-Okamoto, Fiat-Shamir,
and Fischlin transforms in a post-quantum world.

• Section 3: Symmetric Cryptography examines pseudorandom gener-
ators, functions and permutations, hash constructions, MACs, and sym-
metric encryption modes. Particular emphasis is placed on indistinguisha-
bility notions under different quantum adversary models (Q1 and Q2) and
the security status of symmetric encryption schemes against quantum ad-
versaries.

• Section 4: Asymmetric Cryptography surveys limitations related
lattice-based, code-based and hybrid key-encapsulation mechanisms; public-key
encryption schemes; and digital signatures (hash-and-sign, Fiat-Shamir
constructions, NIST PQC candidates). We discuss decryption-failure han-
dling, side-channel leakage in FO-transformed KEMs, and the trade-offs
between computational efficiency and communication overhead.

• Section 5: Advanced Cryptography surveys primitives that sit above
the basic encryption/signature layer: oblivious transfer, homomorphic en-
cryption, PAKE, multi-party key exchange, MPC, zero-knowledge proofs,
polynomial commitments, and anonymous credentials. The sections high-
lights which of these already enjoy quantum-secure constructions and
where research is still needed.

• Section 6: Cryptographic Protocols analyses concrete internet-scale
protocols (SSH, TLS 1.3, Signal, Tor, EUDIW), comparing the maturity
of their post-quantum transition and identifying protocol-specific security
properties that remain open research questions.

• Section 7: Implementation & Hardware Constraints details how
larger key and ciphertext sizes affect memory footprints, microarchitec-
tural design, side-channel resistance, and energy consumption, particu-
larly in constrained environments such as IoT, smart cards and mobile
devices.
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• Section 8: Transition discusses organisational limits to cryptographic
agility, the scarcity of comprehensive cryptographic inventories (CBOMs),
policy-implementation gaps, and the risk that migration timelines pre-
scribed by standards bodies outpace realistic deployment schedules for
post-quantum security.

2 Security Models and Transformations

2.1 Random oracle model
In the random oracle model (ROM), hash functions are idealized as a theoretical
construct where each input maps to an output uniformly at random. In post-
quantum contexts, we extend this concept to the quantum random oracle model
(QROM), which allows inputs in quantum superposition, thus enabling poten-
tially more complex interactions than classical queries. The QROM is still not
fully comprehended within the cryptographic community. The ability of quan-
tum systems to query oracles using superpositions can reveal information that
would remain hidden under classical querying methods. This extension was ini-
tially introduced by Boneh et al. who demonstrated that a cryptographic scheme
could be secure in ROM yet vulnerable when analyzed under QROM [37].

Yamakawa and Zhandry conducted an in-depth analysis of the differences be-
tween security properties of cryptographic schemes in the ROM and QROM [241].
Their research introduced a novel concept known as Proof of Quantum Access
to a Random Oracle (PoQRO), which allows protocols to demonstrate quantum
access to a random oracle to a classical verifier. This breakthrough led them
to construct digital signature and public key encryption schemes that exhibit
security in the ROM but are compromised when subjected to QROM analysis.
In subsequent work, Yamakawa and Zhandry demonstrated that there exists a
fundamental separation between ROM and QROM security even without rely-
ing on computational assumptions, providing counterexamples to illustrate this
disparity [242].

A critical property of ROM is extractability, which ensures that the simula-
tor in the proof can recover preimages from quantum queries. Achieving this in
QROM presents significant challenges. However, it becomes feasible when cryp-
tographic schemes are designed with ”oracle-masking” [215]. This technique
allows security proofs for unmodified transformations with explicit rejection in
the QROM, thus bridging some gaps between ROM and QROM analyses.

In the quantum setting, various models extend the classical random oracle
model to incorporate quantum properties. One notable extension is the Quan-
tum Haar ROM, where both prover and verifier have access to a Haar random
quantum oracle and its inverse [59]. This framework establishes a hierarchy of
quantum random oracle models, reflecting varying levels of theoretical strength
and practical feasibility. The hierarchy includes: the Common Haar Random
State as the strongest but least instantiable model; Unitary oracles offering
strong but challenging implementations; Isometry oracles which are weaker but
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easier to construct; Classical oracles with quantum access as the most standard
yet weakest model.

2.1.1 Reductions in QROM

Reductions in the QROM are harder to construct than in the classical ROM.
Boneh et al. proposed "history-free reductions" where oracle responses can
be determined without considering previous queries, to facilitate the transition
of ROM proofs into the QROM [37]. When converting a proof from ROM
to QROM, a reduction loss in security typically occurs, which can range from
square-root of the input length to more significant losses. Furthermore, many
ROM proofs rely on query history, complicating their conversion to QROM.

A beneficial feature of the ROM is "lazy sampling," where outputs are gen-
erated as they are first accessed by the oracle queries. This property becomes
intricate in a quantum context due to the potential for superpositioned queries.
Zhandry demonstrated that lazy sampling can be adapted using compressed
oracles, albeit in a more limited form [248]. This adaptation allows for efficient
simulation of random oracles within the quantum computing model. Addition-
ally, techniques like parallel query handling and accommodating ranges beyond
{0, 1}n via Fourier transforms are feasible [67]. Moreover, it is possible to im-
plement non-uniformly distributed functions in this framework [76].

The programmability of the random oracle is a powerful tool in classical
security proofs within ROM. Reprogramming – replacing the original random
function with another that differs on specific elements – is more complex in the
QROM but achievable through various methods. The one-way to hiding theorem
allows reprogramming at the cost of some security [230]. Other approaches, such
as Measure-Rewind-Measure and Measure-Rewind-Extract [151] [105], provide
tighter security bounds. Reprogram-After-Measure addresses reduction loss by
enabling OW-CPA secure PKEs to transform into KEMs with IND-1CCA se-
curity without security loss in QROM [59]. Memory-tight reductions for digital
signatures are explored in [238], and it is demonstrated that classical output
from quantum QROM implies extractable preimage, which facilitates "rewind-
ing" in ROM proofs [89].

In non-uniform models, the utility of quantum advice versus classical ad-
vice depends on the specific security game being considered. For many natural
security games, quantum and classical advice offer comparable advantages or
disadvantages. However, it is theoretically possible to construct scenarios where
quantum advice provides an exponential advantage over classical advice [162].

2.2 Transformations
2.2.1 Universal Composability

Universal composability (UC) offers a theoretical framework that ensures the
secure composition of cryptographic protocols. The UC framework’s robustness
is highlighted by its quantum lifting theorem, which asserts that any classical
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protocol achieving statistical classical-UC-security inherently satisfies statistical
quantum-UC-security as well [229].

Despite these strengths, notable distinctions exist between classical and
quantum settings within the UC framework. A significant point is that while
bit commitment alone cannot achieve general statistically secure multi-party
computation (MPC) in the classical realm, the introduction of a quantum chan-
nel allows for such protocols to be constructed securely within the quantum
environment [229]. PQC protocols need to be analyzed through the lens of a
quantum-aware UC framework.

2.2.2 Fujisaka-Okamoto

The Fujisaka-Okamoto (FO) transform is widely utilized in post-quantum Key
Encapsulation Mechanisms (KEMs). Since traditional proofs of security for FO
are history-dependent, it requires a different approach in the quantum model.
Its adaptation to QROM demands additional assumptions on the basis IND-
CPA secure scheme [118]. Research has shown that while both the Fujisaka-
Okamoto and OAEP transforms maintain security in the QROM, the FO trans-
form is advantageous due to its fewer necessary assumptions [222]. Nonetheless,
these studies typically do not address the issue of decryption failures within the
QROM context. A comprehensive post-quantum security proof for the textbook
FO transform is available in [89].

Decryption failures present significant challenges, which can be addressed
by employing either explicit or implicit rejection strategies. Explicit rejection
involves returning a "reject" message when decryption fails, offering clear com-
munication of the failure without leaking information. This method is preferred
as it avoids susceptibility to timing side-channel attacks and eliminates the need
for Grover search-based mitigations [123]. Implicit rejection, on the other hand,
returns a random key upon failure, which can obscure the success or failure of
decryption but introduces additional security considerations.

Shan et al. introduced "oracle-masked schemes" and a corresponding plain-
text extraction procedure, providing a more precise IND-qCCA (see Section 2.4)
security proof for the unmodified FO transformation by addressing quantum
measurement-related disturbances [215]. This work marks the first successful
establishment of IND-qCCA security proofs for both REACT and TCH trans-
formations in the QROM.

In general, the security and universality of FO are preserved when transition-
ing from classical to quantum settings: the FO transform effectively converts
any quantum-resistant IND-CPA public key encryption scheme into an IND-
CCA2 key encapsulation mechanism. However, it’s important to note that in
the context of QROM, explicit rejection is notably superior to implicit rejection
due to its ability to prevent information leakage without compromising security.
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2.2.3 Fiat-Shamir

The Fiat-Shamir transform is a cornerstone for constructing post-quantum dig-
ital signatures. Research by Ambainis et al. highlights that, when considered
relative to a random oracle, classically secure sigma protocols and the Fiat-
Shamir heuristic may be insecure in quantum settings [12]. Specifically, this
vulnerability is evident in computational sigma protocols with unique responses.
In a quantum context, an adversary can create a superposition of all possible
initial messages and measure the oracle’s response. Subsequently, the adver-
sary identifies valid responses corresponding to the measured challenge which
is a strategy that classical rewinding techniques cannot prevent. This insecu-
rity arises because the idealized behavior of random oracles underpinning such
proofs may not accurately reflect real-world hash functions.

Don et al. have demonstrated that security properties like soundness and
proof-of-knowledge are maintained in the Fiat-Shamir transformation within
the QROM [88], provided that quantum computationally unique responses are
required. This necessitates that the underlying sigma-protocol be a proof-of-
knowledge against quantum adversaries, which is conjectured for some schemes.
However, there is an O(q2) security loss for sigma-protocols, where q is the
number of queries. This quadratic security reduction is optimal and stems
from Grover’s algorithm [87]. This illustrates a fundamental limit: quantum
adversaries can achieve at most a quadratic advantage through superposition
queries to the random oracle in sigma protocols.

Liu and Zhandry provided additional proofs supporting some assumptions
made by Don et al. [163]. Interestingly, this security reduction does not seem
to apply to commit-and-open identification schemes [54].

The Common Reference String (CRS) model extends naturally into the
quantum domain through the introduction of quantum entanglement among
parties, resulting in the Common Reference Quantum State (CRQS) model. In
this enhanced model, it has been established that there is a fully-black-box im-
possibility result for applying the Fiat-Shamir transformation in scenarios where
quantum resources are shared [91].

The Fiat-Shamir transform with aborts is an adaptation specifically relevant
to PQC signatures such as ML-DSA. In this modified paradigm, the presence
of an abort condition introduces additional security considerations. When op-
erating in a quantum setting, the abort mechanism can lead to an extra layer of
complexity. This results in an additional loss in security beyond the standard
O(q2) incurred by Fiat-Shamir itself due to the potential for quantum adver-
saries to exploit the abort condition [20, 96]. The combination of these factors
necessitates careful analysis and potentially new techniques to mitigate such
vulnerabilities in post-quantum cryptographic protocols.

When implementing a construction, it is crucial that the concrete hash func-
tion used aligns with QROM assumptions. This alignment ensures that any
theoretical security guarantees provided by the QROM model are applicable to
real-world implementations [142].
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2.2.4 Fischlin

The Fischlin transform provides a mechanism for generating non-interactive
zero-knowledge proofs with extractability properties that hold in classical ran-
dom oracle models. When adapted to the post-quantum setting, these properties
can be preserved through techniques such as compressed oracles [169].

2.3 One-way functions
The concept of one-way functions (OWFs) is fundamental in cryptography, serv-
ing as a building block for various cryptographic protocols. Classically, an OWF
is easy to compute but hard to invert without additional information. However,
in the quantum realm, certain classical OWFs may not retain their hardness due
to quantum properties. Yamakawa et al. have explored one-way functions that
are secure against classical adversaries but vulnerable to quantum ones [242].
The quantum analogue of a one-way function is not yet completely understood
which highlights a significant gap in our understanding and utilization of OWFs
within post-quantum cryptography.

To address these challenges, researchers have proposed weaker cryptographic
primitives specifically designed for the quantum setting:

• One-way State Generators (OWSGs): These are functions that gen-
erate a sequence of states from an initial state. The difficulty lies not in
reversing the function but in predicting future states without knowing the
entire history, even with quantum capabilities.

• EFI pairs: These pairs generalize the concept of OWFs by providing
mechanisms to extract information under certain conditions. They are a
pair of efficiently samplable quantum states that are expansion-based, sta-
tistically far apart and computationally indistinguishable. Such pairs are
designed to maintain security properties when transitioning from classical
to quantum settings, particularly in scenarios involving zero-knowledge
proofs and digital signatures.

OWSGs imply EFI pairs [143], suggesting a hierarchical relationship where
OWSGs serve as a foundational element that supports the structure of EFI
pairs. Conversely, while EFI pairs do not directly imply OWSGs [25], they are
constructed using principles that may be inspired by or related to those found in
OWSG frameworks. The impossibility of constructing black-box commitments
from OWSGs alone highlights a fundamental limitation in extending classical
cryptographic concepts into the quantum realm without additional constructs
or assumptions [41].

2.4 Indistinguishability
In post-quantum cryptography (PQC), indistinguishability is analyzed under
two distinct models: Q1, where adversaries make classical queries with quantum
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computational capabilities, and Q2, where adversaries can also perform quan-
tum queries. The security implications vary significantly between these models.
The Q2 model introduces complexity as it lacks a clear hierarchy among differ-
ent notions of indistinguishability, necessitating comprehensive analysis against
several non-comparable definitions [132].

Indistinguishability under chosen plaintext attack (IND-CPA) is a widely
used, weakest definition of security for encryption. In the quantum computing
model, there are various generalizations of this model:

• IND-1CPA: This model applies to adversaries with quantum computa-
tional power but who can only make classical queries. Corresponds to
Q1.

• IND-qCPA: Here, the encryption algorithm can be queried in superpo-
sition by a quantum adversary, adding a layer of complexity to potential
attacks. Corresponds to a limited version of Q2.

• qIND-qCPA: This represents a further extension where both the chal-
lenge ciphertext and queries can exist in a quantum superposition, offering
a framework for security against advanced quantum threats.

Indistinguishability under chosen ciphertext attack (IND-CCA) is the stan-
dard security notion for encryption. Similarly to CPA, there are different ver-
sions of CCA regarding the quantum capabilities of the adversary:

• IND-CCA: The standard security notion for encryption where the adver-
sary can make both encryption and decryption queries, with restrictions
on decrypting challenge ciphertexts.

• IND-CCA2: An extended version of the classical IND-CCA where adap-
tive queries can be performed.

• IND-qCCA2: An adaptation for quantum settings, allowing quantum
queries during learning phases but restricting challenge queries to the
classical domain. This model can give false security assurances as schemes
meeting IND-qCCA2 might still be vulnerable if adversaries are able to
use superpositions in challenge queries [38].

• qIND-qCCA2: A fully quantum framework allowing quantum challenge
queries and ensuring indistinguishability even with superposed plaintexts.
This model uses Zhandry’s compressed oracle technique to address the
quantum recording barrier [248].

A significant theoretical challenge in PQC is ensuring the indistinguisha-
bility of symmetric encryption under the Q2 model, where adversaries possess
superposition access to message states. It has been demonstrated that "quasi-
length-preserving" encryption schemes that minimally extend message length
(such as standard block ciphers like AES and stream ciphers) are inherently

10



unable to achieve robust quantum indistinguishability (qIND-qCPA) or quan-
tum semantic security [103]. This limitation arises because classical encryption
methods cannot obscure the quantum phase of message states without extend-
ing the ciphertext length to incorporate additional randomness. While these
schemes may maintain security under weaker, more restrictive models like IND-
qCPA, where challenges remain classical, they fail in scenarios where adversaries
can interact with an encryption oracle using quantum superpositions. Conse-
quently, achieving high-level quantum semantic security necessitates moving
beyond traditional length-preserving architectures towards constructions that
involve message expansion, such as those utilizing quantum-secure pseudoran-
dom permutations (qPRPs) (see Section 3.2).

2.5 Unforgeability
In PQC, existential unforgeability under chosen message attack (EUF-CMA)
is adapted to account for the capabilities of quantum adversaries. In particu-
lar, the PO (plus-one unforgeability) model introduced by Boneh and Zhandry
is a significant development in this area [38]. It defines security for Message
Authentication Codes (MACs) where a quantum adversary with q queries to
a MAC oracle cannot produce q + 1 valid, distinct classical message-tag pairs.
EUF-qCMA model extends PO by allowing the adversary to make superposition
queries to the oracle.

3 Symmetric cryptography

3.1 Pseudorandom Generators
Pseudorandom generators (PRGs) serve as essential components for construct-
ing symmetric cryptographic primitives. PRGs can be constructed from one-way
functions in the classical model [124]. Furthermore, this foundational result is
shown in a blackbox manner and implies that if the underlying one-way func-
tion is secure against quantum adversaries, then the resulting pseudorandom
generator will also be secure in a quantum context [249].

PRGs can also be constructed from random oracles. A classical PRG that
remains secure under polynomially many queries in the ROM is assured of re-
taining its security properties even when faced with quantum adversaries. This
principle, encapsulated by the Katz-Sela Lifting Theorem, guarantees that if a
PRG is proven secure in the classical ROM and adheres to certain conditions,
specifically, making only classical queries to the random oracle, achieving un-
conditional ROM security, and being pseudo-deterministic if it were to make
quantum queries, it will maintain its security against quantum adversaries ac-
cessing the ROM via quantum queries [139].

Interestingly, standard black-box constructions of pseudorandom generators
from one-way functions may remain secure in the QROM even when the under-
lying one-way function is quantumly insecure [242].
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3.2 Pseudorandom Functions and Permutations
Pseudorandom functions (PRF) are designed to be computationally indistin-
guishable from a truly random function. The security of PRFs against quan-
tum adversaries is defined in two models: Q1, where adversaries make classical
queries but perform quantum computations, and the stronger Q2 model, where
adversaries can also submit quantum queries. While the Q1 model reflects a
realistic post-quantum scenario for current cryptographic deployments, the Q2
model provides a more rigorous framework by accounting for full quantum query
capabilities.

Zhandry’s work demonstrates that many classical PRF constructions retain
their security in the face of quantum adversaries [249]. This includes well-known
constructions such as the GGM construction derived from a length-doubling
PRG, synthetic methods based on PRGs, and direct constructions grounded in
one-way functions like those related to the learning with errors problem.

However, it is theoretically established that there exists a separation between
classical security models and their quantum counterparts. Specifically, assum-
ing the existence of classically secure PRFs, we can identify certain PRFs that
maintain their security against adversaries restricted to classical queries but fail
when such adversaries are allowed to make quantum queries [249]. Furthermore,
within the Q1 model, permutation-based PRFs exhibit a security reduction: an
adversary can recover keys using O(2n/3) classical queries and O(2n/3) quantum
time, utilizing only O(n2) qubits [220].

In the Q2 model, the definition of a PRF is not straightforward. There
exists different quantum analogues for PRFs such as pseudorandom function-
like state generators (PRFSGs) [117], strong pseudorandom unitaries in the
quantum Haar random oracle model and pseudorandom isometries [15]. These
analogues appear to be non-equivalent [112]. Typically, security is considered
for a ”direct” generalization into the quantum model using quantum-secure pseu-
dorandom functions (qPRF). Here, the qPRF can be queried in superposition
and needs to be quantum indistinguishable from a random function.

Similar to PRFs, classical security proofs for pseudorandom permutations
(PRPs) can collapse when adversaries make quantum superposition queries.
Quantum secure PRPs can still be constructed from quantum-secure one-way
functions, but require different techniques compared to their classical counter-
parts [250]. Specifically, format-preserving encryption inherently maintains full-
domain security even in the presence of quantum attacks, allowing for rigorous
reductions from quantum-resistant one-way functions to quantum-secure PRPs.
Unlike PRFs, the compressed oracle technique does not apply straightforwardly
to permutations, necessitating alternative approaches for constructing secure
quantum PRPs [248].

The Even-Mansour construction, a well-known approach in classical cryp-
tography, have been shown to maintain its security properties under quantum
attacks within the Q1 model [2].

The Sum of Even-Mansour (SoEM21) construction faces a significant reduc-
tion in its security bounds when subjected to quantum analysis. A preprint
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indicates that the classical birthday bound of O(2n/2) deteriorates to a tight
Θ(2n/3) under specific quantum attacks [221]. This reduction is due to offline
Simon-type key-recovery attacks exploiting quantum queries to public permu-
tations while maintaining classical interaction with the keyed oracle, effectively
bypassing traditional Grover search constraints. In the Q2 model, SoEM21
lacks provable security due to polynomial-time period-finding attacks. In con-
trast, within the Q1 model, the Tweakable Even-Mansour cipher upholds a query
complexity lower bound of Ω(2k/3), where k is the key length, and this bound
remains independent of the number of keys [216]. For the FX construction, the
bound decreases to Ω(2(k+n−u)/3) when considering 2u keys.

The Keyed Sum of Permutations (KSoP) is a simplified cryptographic con-
struction that uses two independent random permutations to build a pseudoran-
dom function (PRF). It serves as an alternative to more complex constructions
like SoEM21. Research shows that KSoP and its variants achieve an O(2n/3)
security bound in the Q1 model, indicating robustness against quantum at-
tacks [78].

Two-round key-alternating ciphers (KAC) have demonstrated resilience to
quantum attacks in both Q1 and Q2 models against non-adaptive adversaries.
This confirms their resistance to polynomial-time attacks like Simon’s algorithm,
which compromises the 1-round Even-Mansour variant [18]. However, extending
these security proofs to t-round KAC (where t ≥ 3) in either Q1 or Q2 mod-
els remains unproven. Additionally, their security against adaptive quantum
adversaries is yet to be established.

A three-round Key-Alternating Feistel network, even when employing the
same random oracle for all rounds, functions as a PRP in the Q1 model [22].
The scenario where identical permutations are used across all rounds remains
unresolved. Establishing security in the Q1 model involves addressing the com-
plex interplay between adaptive classical queries and quantum queries to the
primitives. This includes effectively managing collision events during random
oracle reprogramming, a challenge not adequately addressed by existing proof
frameworks. The Feistel construction with seven rounds has been proven to be
a strong quantum PRP in the Q1 model [51].

3.3 Hash Functions
Hash functions are one the most widely used symmetric primitives and generally
considered to be quantum secure. However, primitives proven secure in the
classical ROM can be efficiently broken by quantum adversaries in the QROM
using only polynomial queries, which is also true for some collision-resistant
hash functions [242]. In fact, it has been shown that even the quantum version
of collision-resistance is insufficient in the quantum model due to the difficulty
in rewinding [12, 231]. Instead, an additional property called collapsing is also
required [231].

The classic Merkle-Damgård extension has been shown to retains collision-
resistance in the QROM [115]. However, since classical techniques such as lazy
sampling and adaptive programming fail in the QROM, direct translation of
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classical security proofs to the quantum setting is not possible. The preser-
vation of all seven standard security properties (collision resistance, preimage
and second-preimage resistance variants, and collapsing) against quantum ad-
versaries need to be proven separately for each construction [115]. The ROX
constructions is shown to retain all seven properties in the QROM.

Ambainis proved that the collision problem requires Ω(N1/3) quantum queries
and element distinctness requires Ω(N2/3) even when the output range M = N
is small, not just for large range [11]. This means the collision resistance lower
bounds hold for hash functions where the output length equals the input length.

The BHT algorithm can theoretically find collisions for any hash function
using O(2n/3) quantum queries, where n is the hash length [44]. However,
implementing this algorithm in practice is currently hindered by the requirement
to store exponentially many hashes in quantum memory, which is beyond current
(and possibly even future) technological capabilities.

Carolan’s work provides tight quantum lower bounds for preimage and colli-
sion resistance for both Sponge (SHA3) and Davies-Meyer (SHA2) constructions
within the random permutation oracle model. These results underscore the re-
silience of these hash functions against quantum attacks [51].

The post-quantum security bounds in the Q1 model for keyed sponge con-
structions (including Ascon AEAD and KMAC) are theoretically capped at
approximately 2k/3, where k is the key length, due to their reduction to the
Even-Mansour and Tweakable Even-Mansour primitives [121]. These results do
not address Q2 security or indifferentiability.

3.3.1 Indifferentiability

Standard proof techniques for indifferentiability are not adequate in the quan-
tum model due to quantum no-cloning constraints and measurement-induced
state disturbance. The compressed oracle technique is needed to show that
Merkle-Damgård hash domain extender is quantum indifferentiable [248]. How-
ever, a recent preprint shows that when all inputs to a random oracle are
public, which happens for example in Fiat-Shamir and full-domain-hash sig-
natures, then Merkle-Damgård is provably not post-quantum public indifferen-
tiable [120]. This shows a separation between indifferentiability in the classical
setting and its post-quantum analogue.

The sponge construction, foundational to SHA-3 and all recent NIST post-
quantum public-key standards is quantum indifferentiable from a random ora-
cle [5]. The security bounds are better than for Merkle-Damgård which inher-
ently forces looser security bounds.

Standard and reset indifferentiability frameworks are theoretically insuffi-
cient to guarantee security against adversaries equipped with pre-computation
(classical or quantum advice) [52]. This limitation arises because such attacks
can exploit specific structural weaknesses that are not addressed by the in-
differentiability paradigm alone. Consequently, existing composable security
paradigms cannot rigorously bound the efficiency of inverting these hash func-
tions under quantum or classical advice and current frameworks leave a fun-
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damental gap in verifying the post-quantum security of several widely used
schemes. However, one-round sponge is indifferentiable (with pre-computation)
from a random oracle [52].

3.4 Message Authentication
Plus-one unforgeability (PO) serves as a foundational security measure in the
quantum setting, adapting classical unforgeability principles while addressing
challenges posed by quantum mechanics [38]. Despite its utility, PO is con-
sidered relatively basic compared to stronger notions like blind unforgeability
or quantum pseudorandom functions (qPRFs), which offer enhanced protection
against sophisticated quantum attacks [157].

Message Authentication Codes (MACs) are often designed based on hash
functions. One popular construction is Hash-based MAC (HMAC). Hosoyamada
and Iwata have shown that both HMAC and NMAC have a distinguishing query
bound of Θ(2n/3) in the QROM [122]. This means that HMAC-SHA-256 pro-
vides approximately 85 bits of quantum security. The security bound degrades
for very large message lengths.

It has been shown in a preprint that the Learning parity with noise (LPN)
based authentication protocols HB+ and HB# are fundamentally insecure in
the Q2 setting. In this model, the independently sampled noise terms collapse
into unobservable global phases, effectively neutralizing the noise and enabling
adversaries to recover secret keys efficiently using the Bernstein-Vazirani algo-
rithm [68].

3.5 Symmetric encryption
The primary quantum threat to symmetric encryption is Grover’s algorithm,
which can significantly speed up brute-force key search. A straightforward and
effective countermeasure against this threat is to double the key size. For in-
stance, while AES with 128-bit keys would require 264 operations for a brute-
force attack using Grover’s algorithm, doubling the key length to 256 bits in-
creases the required effort to 2128 operations. This effectively mitigates the
quantum speed-up.

However, increasing the key size can have performance implications. Dou-
bling the key size typically results in more computational resources being used,
potentially slowing down encryption and decryption processes by a factor of
four [14, 110, 188, 172]. Despite this, AES with 192-bit or 256-bit keys is widely
regarded as secure against quantum attacks [172, 188].

AES remains a cornerstone in designing quantum-resistant systems due to
its efficiency and ability to encrypt large volumes of data effectively. The
NIST standard FIPS-203 [181], which outlines the Module-Lattice-Based Key-
Encapsulation Mechanism (ML-KEM), specifies that even when using ML-KEM
for key exchange, AES should be used for symmetric encryption. This highlights
the continued reliance on AES for its robustness and efficiency in a post-quantum
world.
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3.5.1 IND-CPA

While classical IND-CPA security is well-understood, translating this notion
directly to the quantum setting reveals significant challenges. In the quantum
realm, traditional concepts do not map neatly due to the unique properties of
quantum mechanics [38]. Specifically, there are 14 distinct equivalence classes
of quantum qIND-qCPA notions, denoted by qIND-qCPA-P1 to qIND-qCPA-
P14 [53]. These classifications reflect varying levels of security and assumptions
in a quantum context.

Among these, qIND-qCPA-P14 represents the weakest form, aligning closely
with IND-qCPA or the Q1 model. This indicates that while classical IND-CPA
proofs provide some insight into quantum settings, they do not suffice to ensure
security against adversaries with superposition-access capabilities [13]. Thus,
a fundamental theoretical gap exists where standard PRF security does not
extend to scenarios involving quantum queries.

Modes like CBC and CFB are vulnerable in the Q1 setting when based on
standard PRFs. Quantum adversaries can exploit periodicity through Simon’s
algorithm to achieve full key recovery [13]. This vulnerability is addressed by en-
hancing the block cipher to a qPRF. In contrast, XTS mode remains susceptible:
quantum superposition queries combined with partial plaintext control enable
an adversary to recover uncontrolled plaintext portions, undermining confiden-
tiality assumptions. However, using a qPRF secures modes such as CBC, CFB,
OFB, and CTR against adversaries in the Q1 (qIND-qCPA-P14) model [13].

However, CBC, CFB, OFB, and CTR modes of operation are fundamentally
insecure under the qIND-qCPA-P13 security notion regardless of the underlying
block cipher [182]. Common cryptographic design practices actively compromise
quantum security: schemes that preserve input length fail qIND-qCPA-P8 secu-
rity, and those that use public functions (such as XOR) with adversary-accessible
randomness for randomization fail qIND-qCPA-P5 security. There is a gap in
the current quantum security framework, as existing qIND-qCPA notions lack
direct equivalents to classical semantic security.

IND-CPA is also challenging for AEAD schemes due to the presence of AD.
The difficulties arise because AEAD schemes must preserve the associated data
register, which invalidates standard query model assumptions and enables triv-
ial distinguishability attacks via quantum entanglement. The primary effect is
that existing formal security frameworks cannot reliably evaluate or prove the
post-quantum confidentiality of AEAD schemes without explicit circuit-level
modeling, potentially leaving implementations vulnerable to quantum period-
finding attacks (e.g., Simon’s algorithm) and invalidating standard security re-
ductions [251].

3.5.2 IND-CCA

Similar to IND-CPA, classical adaptive chosen-ciphertext security definitions are
unachievable in the quantum setting due to the "recording barrier," which arises
from quantum no-cloning and the destructiveness of measurements, prevent-
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ing the storage and comparison of quantum challenge ciphertexts [61]. Widely
deployed classical constructions including stream ciphers, block cipher modes
(CTR, CFB, OFB), authenticated encryption modes like GCM, and traditional
hybrid encryption schemes become insecure when quantum challenge queries
are allowed, necessitating new approaches.

In the fully quantum setting (Q2), PO is theoretically insufficient to guar-
antee IND-qCCA security for encrypt-then-MAC generic composition, disprov-
ing prior assumptions that classical security thresholds extend to quantum ad-
versaries [157]. This means that many widely deployed classical MACs (e.g.,
CBC-MAC variants, PMAC, and polynomial hashing-based constructions) are
insecure in Q2, as they are vulnerable to quantum period-finding and lin-
earization. Consequently, achieving post-quantum authenticated encryption via
generic composition requires a qPRF for the underlying MAC. In addition, GCM
and GCM-SIV become vulnerable to quantum period-finding and linearization
attacks due to their reliance on universal hashing, breaking IND-qCCA secu-
rity [100]. Security can only be restored by replacing universal hash functions
with pairwise-independent variants and enforcing nonce-dependent keys, but
this protection strictly applies to nonce-respecting adversaries. Finally, nonce
reuse completely compromises IND-qCCA security, even for modified schemes.

Combined Feedback (COFB) mode succumbs to a distinguishing attack with
a single quantum query in the fully quantum model [252]. It is IND-qCPA
secure, but the theoretical bounds degrade significantly as message length in-
creases. Without larger block sizes or stricter per-key limits on queries and
message lengths, security guarantees rapidly weaken. Furthermore, nonce length
critically impacts quantum resilience; shorter nonces substantially degrade bounds,
indicating that full-block nonces are necessary to maintain robust post-quantum
authenticated encryption.

In Q2, sponge-based authenticated encryption schemes, such as SLAE, fail to
achieve ciphertext indistinguishability, as their underlying one-time pad/stream
cipher components exhibit inherent quantum insecurities that yield high distin-
guishing advantages [132]. The landscape of quantum unforgeability for MACs
and AEAD schemes remains theoretically fragmented. However, SLAE is secure
in Q1.

4 Asymmetric Cryptography
Asymmetric cryptography faces significant challenges due to Shor’s algorithm,
which can efficiently break widely-used public-key cryptosystems like RSA and
ECC. The NIST PQC competition has been instrumental in researching and
standardizing post-quantum cryptographic algorithms designed to withstand
quantum attacks. Despite the progress made, there are still gaps in both the
security considerations and practical implementation of these new standards.
One key issue is ensuring that the chosen algorithms provide adequate security
margins against potential future quantum capabilities. Additionally, integrat-
ing PQC into existing infrastructure poses challenges, including performance
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overheads and compatibility issues with current systems.

4.1 Key exchange and encapsulation
Modern key exchange protocols have historically relied on the Diffie-Hellman
(DH) algorithm, valued for its security properties, efficiency, and manageable
key sizes. However, with quantum computing posing a significant threat to
DH-based systems, post-quantum alternatives are essential.

NIST has produced standards for post-quantum secure key encapsulation
mechanisms (KEM) to replace Diffie-Hellman-based key exchange mechanisms.
Functionally, KEMs can be used as a replacement to DH due to their sim-
ilar output. However, theoretical limits arise from slightly different security
assumptions. While finite-field and elliptic-curve Diffie-Hellman key exchange
is secure even in the case where public key is reused with the cost being lost
forward secrecy, this property has been challenging to implement in KEM alter-
natives like ML-KEM [46], and it is recommended to avoid static keys in those.
Another positive characteristic for some applications in Diffie-Hellman is the
mutual agreement on the secret, where both parties participate in the secret
generation process, whereas in KEMs the randomness that is used to choose the
secret is provided by the "encapsulator" if no additional mechanisms are added.

The primary practical limit in current PQC implementations is communi-
cation overhead driven by large public keys, ciphertexts, and signatures, which
consistently dominates handshake latency. For PQC KEMs there is a trade-off
between computational and communication overhead: PQC algorithms exhibit
widely varying computational costs. Key and ciphertext expansion increases
bandwidth demands and transmission energy, negatively affecting battery life
and latency especially in constrained environments [185]. Certain PQC candi-
dates (code-based, and multivariate schemes) impose prohibitive computational
or memory overheads, rendering them unsuitable for lightweight IoT and mobile
platforms, while fast structured-lattice schemes remain the only viable option
for ephemeral key exchange in mobile TLS.

Standard post-quantum KEMs restrict key reuse exclusively to the decapsu-
lator, lacking the bidirectional contributiveness of Diffie-Hellman. This limita-
tion forces additional message flows in protocol designs, breaking asynchronicity
and sometimes increasing handshake rounds [46]. Passively secure lattice-based
KEMs naturally align with the required split-key structure but are vulnerable
to known key-reuse attacks, whereas strongly secure variants typically employ
the Fujisaki–Okamoto transform, which discloses the encapsulator’s random-
ness and inherently prevents key reuse. Consequently, current PQC solutions
do not support static-static key exchange, reversed message flows, or flexible
ephemeral-static combinations [46].

Even though FO transformation provides theoretical guarantees for CCA
security of KEMs in the quantum model, there are problems related to side
channel resistance. The re-encryption and equality-checking phases introduce
exploitable power/EM leakage during pseudorandom function/generator exe-
cution, which enables the construction of a plaintext-checking oracle without
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implementation-specific knowledge or external profiling devices [204]. This ora-
cle facilitates adaptive chosen-ciphertext attacks that achieve full key recovery
across most KEMs (ML-KEM, FrodoKEM, NTRU, NTRU Prime, HQC). Stan-
dard countermeasures, including constant-time execution and software masking,
prove insufficient against this generic attack, but it can be mitigated through
hardware solutions.

4.1.1 Lattice-based schemes

The Module-Lattice-Based Key-Encapsulation Mechanism (originally known as
Kyber and now as ML-KEM) was the first PQC KEM standardized by NIST. It
is typically the prime candidate for replacing classical DH-based key exchange
systems with robust quantum-resistant alternatives. ML-KEM benefits from a
formally verified proof of correctness and IND-CCA security, grounded in the
module-LWE assumption [8], and is also shown to provably offer anonymity
guarantees [170].

Lattice-based schemes are among the most efficient of the PQC primitives.
However, they are considerable less efficient than classical methods primarily
due to key and ciphertext sizes compared to classical systems, which restricts
applicability in resource-constrained environments and latency-sensitive appli-
cations. FrodoKEM demonstrates up to 20 times slower key generation and
substantially higher encryption/decryption latency than optimized schemes like
ML-KEM [232]. Scalability poses a challenge, as performance degradation oc-
curs with increasing message and key sizes, challenging large-scale deployments.
ML-KEM exhibits scalability limitations especially under increased client loads,
manifesting as latency spikes and elevated energy consumption [119]. Further-
more, computationally intensive keypair generation in some lattice KEMs (e.g.,
NTRU) limits their feasibility for forward-secure protocols [185].

Lattice-based algorithms are vulnerable to implementation-specific side-channel
and memory-hardness attacks on conventional hardware. ML-KEM, FrodoKEM,
and SABER employ message decoding functions with ciphertext malleability,
which enables targeted side-channel attacks that circumvent generic counter-
measures such as masking and shuffling [202]. Some countermeasures exist,
such as those suggested by Berthet [31].

PQC primitives are challenging to use on constrained devices. As noted in
a recent preprint, communication bandwidth presents a significant challenge,
as ML-KEM and ML-DSA keys, ciphertexts, and signatures exceed typical con-
strained IoT link payloads (e.g., LoRa and BLE), necessitating application-layer
fragmentation [62]. There is also an excessive memory footprint and an inherent
trade-off between execution speed and stack usage. Memory-optimized config-
urations can also introduce severe cycle-count penalties and execution latency.
The mutual exclusivity of speed and memory optimizations restricts deployment.
For FN-DSA, the lack of hardware acceleration or constant-time floating-point
support exacerbates performance bottlenecks. Lattice-based schemes also ex-
hibit pronounced efficiency degradation at higher security levels on ARM archi-
tectures compared to x86 systems [228].
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4.1.2 Code-based schemes

Hamming Quaci-Cyclic (HQC) [102] is the second post-quantum KEM chosen
to be standardized by NIST as a back-up for ML-KEM. HQC has a proof of
IND-CCA2 security based on two coding theoretic assumption, both variants of
syndrome decoding of quaci-cyclic codes.

Code-based schemes suffer from excessively large public keys (e.g., 1 MB for
Classic McEliece) and high verification data overhead, creating substantial com-
putational and communication burdens. HQC currently lack practical cipher-
text compression techniques, resulting in ciphertext sizes up to 5.8 times larger
than lattice-based counterparts, which critically impacts bandwidth-constrained
cryptographic applications [33]. Theoretical analysis establishes a fundamen-
tal lower bound for lossy compression in the Hamming metric, demonstrating
that even with optimal quantization and rejection mechanisms, ciphertext re-
duction is strictly limited to approximately 5.9% without parameter adjust-
ments. Achieving greater compression necessitates a direct efficiency trade-off
with public-key size, such as requiring a 15% key expansion to attain a 10%
ciphertext reduction.

Memory constraints on resource-constrained hardware restrict the deploy-
ment of code-based KEMs. In fact, severe computational and transmission
overhead has been observed especially for HQC rendering it unsuitable for time-
sensitive applications on constrained devices [119]. It has been observed that
handshake latency is highly sensitive to network degradation, with delays ex-
ceeding 150 ms, packet loss above 2–10%, and bandwidth below 2–5 Mbps caus-
ing disproportionate performance drops, particularly for data-intensive schemes
like HQC [116].

4.1.3 Hybrid methods for key exchange and encapsulation

KEM combiners provide CCA security as long as one of the KEMs used in
them provides it [106]. These combiners make it possible to use multiple cryp-
tographic algorithms in parallel in a way that the security is depended on the
security of all of the algorithms used. This makes it relatively safe to adapt
new algorithms that are not yet tested in time. In practice this allows us to use
new quantum safe algorithms together with classical mature ones to get secu-
rity guarantees of both. As long as one of the input algorithms is considered
FIPS-approved by NIST, the entire key exchange remains FIPS-approved.

However, combining the methods securely is not easy. Cryptographic com-
binators serve as the core security primitive, yet most lack rigorous practical
evaluation. Simple XOR-based combiners are proven insecure against CCA,
and more robust constructions like XOR-then-MAC, dual PRFs, and cascade
KDFs are needed [107]. Furthermore, compression trade-offs for conveying large
post-quantum public keys alongside classical counterparts arise and can cause
packet fragmentation or excessive handshake latency in constrained network
protocols.
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4.2 Public-key Encryption
The algorithms currently standardized by NIST or chosen to be standardized
do not provide capabilities to perform public key encryption (PKE) directly, in
the model established by RSA in the past. Instead, KEM algorithms can be
used to establish a recipient-specific symmetric key which can in turn be used to
encrypt information. In case of multiple recipients and a large data object, an
intermediate symmetric key is possible to apply such as used in Cryptographic
Message Syntax for email-like scenarios: N symmetric keys, one per recipient,
are established with for example ML-KEM, which in the case of email needs a
static key, and those N symmetric keys in turn are used one by one to encrypt
one common data encryption key, resulting in N small ciphertexts, and one
larger ciphertext of the actual data blob.

Theoretically, fully quantum computation model introduces complications
to PKE. Quantum PKE with classical public and secret keys alongside classical
ciphertext cannot achieve perfect completeness (i.e. if all involved parties follow
the protocol honestly, they are guaranteed to successfully compute the identical
shared secret key) if key generation relies solely on classical queries [158]. For
schemes utilizing quantum public keys, security necessitates that the keys be
mixed and unclonable. Additionally, QPKE is unachievable in any oracle model
if the decryption algorithm makes no oracle queries, and non-interactive quan-
tum key agreement is strictly impossible. This means that standard classical
key formats and non-interactive protocols are fundamentally incompatible with
secure quantum PKE from one-way functions, while quantum public keys inher-
ently sacrifice reusability, which is a core requirement for scalable cryptographic
infrastructure. Furthermore, secure quantum PKE cannot be constructed us-
ing short classical secret keys in oracle models, necessitating either longer keys,
quantum-key generation, or relaxed completeness guarantees.

The qIND-qCPA quantum indistinguishability notion for public-key encryp-
tion requires an in-place encryption operator that, under the standard assump-
tion that the challenger only possesses the public key, cannot be efficiently con-
structed for non-recoverable schemes [148]. For example, OAEP construction
is non-recoverable under the partial-domain one-wayness of its underlying trap-
door permutation. This limitation renders the qIND-qCPA notion inapplicable
to OAEP in standard communication settings meaning that current quantum
security definitions need to be revised to achieve universal applicability across
real-world public-key encryption primitives.

Regarding CCA security, classical plaintext-awareness (PA2) combined with
quantum IND-CPA security does not imply quantum indistinguishability un-
der chosen-ciphertext attacks (IND-qCCA) [92]. This means that traditional
classical security notions are theoretically insufficient for proving strong post-
quantum chosen-ciphertext security, creating a breakdown in standard security
reduction frameworks when adversaries possess superposition oracle access. In
the standard model, constructing qCCA-secure public-key encryption (PKE) is
challenging without generic transformations and the quantum random oracle
model (QROM). However, Alamati and Maram have shown that qCCA can
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be achieved through key-dependent message secure encryption or hash proof
systems, and a single-bit qCCA-secure PKE is sufficient to realize a multi-bit
qCCA-secure PKE [7].

4.3 Digital signatures
The quantum computation model necessitates a revision regarding unforgeabil-
ity of signature schemes. Standard unforgeability notions fail to account for
quantum adversaries leveraging superposition queries to signing oracles, leading
to a potential security gap. In the Post-Quantum Existential Unforgeability
(PQ-EUF) model, the adversary is capable of performing quantum computa-
tions but cannot query the challenger’s circuit in superposition. This model is
akin to the Q1 model used for symmetric encryption, providing a framework to
evaluate signature schemes under post-quantum threats.

Similar to MACs, this model may not be sufficient, since quantum adver-
saries may try to attack the concerned protocol/primitive by executing it on a
quantum computer, even if the protocol/primitive by design is only meant to be
executed classically [38]. The plus-one unforgeability (PO) model can be applied
instead, but can remain insufficient against attacks involving disjoint message
subsets or superposition answers [6]. Alagic et al. propose blind-unforgeability
(BU) as a more generic model, where quantum superposition attacks are de-
feated by modifying the signing oracle to always reject messages in a randomly
chosen blinded subset, thereby forcing any successful adversary to forge a sig-
nature for a message they have never received a valid signature for. Lamport’s
and Winternitz one-time signatures provide blind-unforgeable security in the
QROM.

4.3.1 Hash-and-Sign

Standard lifting theorems and existing QROM proof techniques cannot han-
dle hash-and-sign schemes that sequentially query two dependent random ora-
cles [58]. The challenge for signature schemes is that correlated inputs/outputs
prevent the straightforward application of tight adaptive reprogramming and
measure-and-reprogram techniques. The effect is that establishing QROM se-
curity for such schemes requires novel proof frameworks that support successive
reprogramming of correlated oracles as is the case for the PSS-R scheme [58].

The hash-and-sign with retry (HSwR) paradigm does not have a proof of
security for plus-one or blind unforgeability models. However, derandomized
HSwR with bounded retries achieves both PO and BU security in the QROM,
though the proofs necessitate statistical rather than computational preimage-
simulatability due to the inability to perform adaptive reprogramming in quan-
tum signing oracle simulations [145].
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4.3.2 Fiat-Shamir signatures

Classical security proofs for Fiat-Shamir signature schemes do not account for
quantum superposition access to signing oracles [247]. Under superposition
attacks, standard honest-verifier zero-knowledge (HVZK) is theoretically insuf-
ficient to preserve blind unforgeability in the QROM, as quantum queries can
produce entangled transcripts that leak information beyond classical bounds.
This limitation necessitates either strengthening the underlying identification
scheme to quantum special HVZK or modifying the construction to be deter-
ministic or variants that require a qPRF.

4.3.3 Lattice-based signatures

As of writing this report, NIST has standardized two lattice-based digital sig-
natures schemes: ML-DSA and FN-DSA. FN-DSA stands out as the fastest in
terms of signature verification, while ML-KEM is faster in key generation and
signing. Both incur an increase in both public key and signature sizes, which
can be up to 50 times larger than in their classical counterparts. Compared
to ECDSA, lattice-based schemes exhibit substantial key and signature bloat,
creating storage and bandwidth constraints that often necessitate protocol or
hardware redesign, and present an expanded physical attack surface: nearly all
intermediate values are sensitive to side-channel and fault injection attacks, re-
quiring complex countermeasure combinations [84]. FN-DSA’s implementation
is notably more difficult to secure against side channels, as due to optimizations
it involves calculations on secret input that use floating point numbers instead
of integers.

Both schemes face platform-specific bottlenecks; for instance, FN-DSA’s ver-
ification performance degrades without double-precision floating-point units,
making ML-DSA more practical for signing on constrained devices [185]. In
addition, FN-DSA has been identified to suffer from excessively slow key-pair
generation, with complexity comparable to SLH-DSA, and presents inherent
trade-offs where higher security levels incur increased computational complexity
and longer signature sizes [195]. The signing operation imposes severe latency
and power penalties that cannot be easily mitigated in software [212].

There is also a significant certificate and signature overhead, where PQ X.509
objects are 1.5 to 6 times larger than classical equivalents, inflating hand-
shake bytes and straining the limited flash and memory of constrained edge
devices [214]. Finally, the absence of mature CA/PKI support for PQC cer-
tificates and the engineering overhead of hybrid/dual authentication schemes
currently hinder seamless transition and complicate protocol design, with the
greatest impact falling on mobile, cloud-connected, and IoT applications where
energy efficiency, low latency, and limited bandwidth are critical. A recent
preprint notes that, computationally, ML-DSA signing exhibits severe latency
variance due to rejection sampling which poses challenges for time-critical appli-
cations [62]. Memory requirements are also highly restrictive; memory demands
of ML-DSA signing functions limits deployment on Class-1 IoT devices without
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explicit stack management.
One notable difference in the method of operation between the standardized

post-quantum digital signature algorithms compared to RSA and ECDSA is in
their inputs. While it has been possible to hash a message beforehand and sign
that with RSA or ECDSA, with ML-DSA and SLH-DSA, it is no longer possible
to feed in a message hash into a signing algorithm and produce the same output
as signing the original message. This is because the original message must
instead be hashed together with established context from the public part of the
signing key to protect against certain attacks.

This has also led to pushback, as implementations of a signing infrastruc-
ture where very large messages must be moved to the secure elements used for
signing are not always viable. With ML-DSA, an additional method of op-
eration called external-mu has been introduced in the standard, which allows
hashing the original message together with the public key outside the boundary
of, for example, a hardware security module. Some have argued that making
external-mu available in the signing interface may lead to attack vectors for
finding out some information about the key by feeding in false hash values, but
no exploitability has so far been discovered. Using a trusted environment for
calculating the external-mu input should be considered good practice [98], as the
source of the external-mu could also obviously request signatures for arbitrary
messages in addition to providing arbitrary external-mu input that it does not
have a preimage for.

ML-DSA was also standardized with a variant HashML-DSA which is specif-
ically designed for signing hash inputs rather than original messages. However,
HashML-DSA.sign(hash(M)) cannot be used to produce a signature that would
validate as ML-DSA.sign(M), and it is therefore yet another signature algorithm,
and one that is not separately mentioned in many applying standards or gov-
ernment recommendations. It should also be noted that if the message to be
signed is itself a hash of an original file, M = hash(M ′), the resulting signature
ML-DSA.sign(M) is still a valid signature, just comparable to what we would
have expressed as RSA.sign(hash(hash(M ′))) for RSA. It has been argued that
having separate hashing variants leads to unnecessary ambiguity that makes
protocols more complicated to analyze [209].

4.3.4 Hash-based signatures

SLH-DSA is largely considered a conservative backup algorithm to the lattice-
based ones. Cryptographically, SLH-DSA relies primarily on the security of
the chosen hash function, either SHA2 or SHAKE. Since cryptographic hash
function security is already generally required for all signing use cases in order
to be able to represent arbitrary-length messages as smaller digests, SLH-DSA
has the benefit of not having pressure to be hybridized in certain regions.

SLH-DSA is primarily characterized small keys, but computational ineffi-
ciency and excessive signature overhead compared to lattice-based alternatives.
Hash-based signatures produce extremely large outputs, increasing bandwidth
and storage demands, while stateful variants require strict state management
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to prevent security degradation. Severe computational and transmission over-
head has been observed for SLH-DSA rendering it unsuitable for time-sensitive
applications on constrained devices [119]. These constraints severely limit SLH-
DSA’s suitability for high-throughput and resource-constrained cryptographic
applications, where rapid signing and minimal bandwidth are essential cryp-
tographic goals. Architecture-aware optimizations are required to fully utilize
of the algorithm’s inherent parallelism [255]. NIST is preparing to standardize
new additional parameter sets for SLH-DSA that would be suited to produce
smaller keys and signatures for use cases that do not need to sign millions of
times with the same key. This would suit, for example, offline root keys that
are only used to sign a handful of other keys.

The SHA2 variant of the originally submitted SPHINCS+ algorithm pro-
posal had a flaw due to SHA2 not fulfilling the requirements set for the used
hash function within the algorithm. This flaw was corrected during the NIST
standardization competition process. However, as a result, the implementation
of the SHA2 variant of SLH-DSA is clearly not as elegant as the SHAKE variant.
While the performance of the SHAKE variant may be slower when measured on
older hardware, SHAKE outperforms SHA2 on modern hardware that includes
SHA3 acceleration.

There is also a predictability benefit in latency that SLH-DSA has over ML-
DSA. The benefit becomes more relevant in use cases such as telecommunica-
tions where predictable latency is important. ML-DSA (FIPS 204) signing uses
rejection sampling and therefore has variable execution time. While the average-
case latency is low, the signing time follows a geometric-like distribution with
high variance and a long tail, and the worst-case latency is infinite. While the
SLH-DSA (FIPS 205) average-case latency is much higher than ML-DSA, the
signing time follows a Irwin-Hall-like distribution with very low variance tightly
concentrated around the mean, and with worst-case latency twice the average-
case latency. When performance is evaluated using high-percentile tail latency,
SLH-DSA’s almost constant signing time compares much more favourably with
ML-DSA’s variable-time, rejection-sampling-based approach [206].

The study by Kempf et al. provides an in-depth analysis of SLH-DSA’s
impact on Time To First Byte (TTFB) during a TLS 1.3 handshake, compared
with RSA and ML-DSA [141]. Conducted using software implementations on
an x86 server CPU, the study’s findings are broadly applicable to TLS 1.3 and
DTLS 1.3 due to their shared handshake mechanism, as well as IKEv2, which is
based on a similar design framework. In comparison with RSA-4096 (13.46 ms),
ML-DSA-65 emerged significantly faster (2.14 ms). SLH-DSA exhibited slower
performance than its counterparts with SLH-DSA-SHA2-128f (20.89 ms) and
SLH-DSA-SHAKE-128f (41.89 ms). However, test was performed on hardware
without native SHA3 support.

4.3.5 Hybrid methods

Similar to KEMs, hybrid signatures attempt to combine the security of both
classical and PQC methods. Signatures can be hybridized at two levels: at
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the algorithm level, where the hybrid is represented to the protocol as a single
algorithm, and at the protocol level, where the protocol is aware of handling
multiple signatures.

Unlike key exchange hybrids, signature hybrids benefit greatly from appli-
cation or protocol level awareness, such as having two signatures that by ver-
ification policy must come from two algorithm groups and trace back to two
independent trust anchors. In an algorithm-level hybrid, in contrast, multiple
trust anchors are merged together inseparably and signature certificates can-
not be revoked independently. For two algorithms that can independently fail
to sign or validate on the same input, protocol level awareness also allows for
improved error handling.

Signature hybridization causes multiple challenges. A naive hybrid combi-
nation of two signatures can produced a scheme that is less secure than its
components. For example, failing to provide integrity guarantees for the sig-
natures themselves have lead to serious signature malleability attacks in the
past [79]. Such attacks can undermine system integrity, auditability, and prove-
nance and, in the worst case, may even facilitate replay attacks [193]. To protect
against such threats, strong existential unforgeability (sEUF-CMA) is needed to
ensure that an adversary cannot produce a novel valid signature for a message
when they have previously obtained a valid signature for it [63]. Several widely
deployed cryptographic libraries enforce canonical (low-s) ECDSA signatures to
eliminate signature malleability. This should be best practice; however, it is not
compliant with ECDSA as specified in FIPS 186-5 [180].

The same is true for certificates. There is a significant gap between what
people think a certificate fingerprint represents and what cryptography actually
guarantees when a certificate is signed with an algorithm that does not pro-
vide signature integrity. With such signature algorithms, a CA does not issue
a single certificate; instead, it issues a set of valid certificates, each with its
own fingerprint. This mismatch has practical consequences. Logging, SIEM,
and threat intelligence systems have been seen to record events such as "Ob-
served certificate fingerprint X connecting to service Y," implicitly treating the
fingerprint as a stable identifier. Similarly, some firewall blocklists operate on
fingerprints (e.g., “Block fingerprint X”) [177], and incident response workflows
often rely on fingerprints as unique identifiers when searching for the attacker
across datasets.

In the absence of signature integrity guarantees, these assumptions break
down, as the same underlying certificate can appear under many fingerprints.
That is, given a certificate (tbsCertificate, Signature), an attacker can derive
one or more additional valid certificates (tbsCertificate, Signature’) that have
different fingerprints Hash(tbsCertificate, Signature’). Nation-state attackers
are known to deliberately confuse logging systems, evade signature-based detec-
tion, and introduce ambiguity into forensic analysis, and they can be expected
to exploit signature malleability for these purposes as well.

If we consider that composite signatures are in fact new cryptographic algo-
rithms, and should be held to the same standards as standalone algorithms and
composite KEMs, we should follow the principles of the European definition [71],
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where a hybrid is defined as “a combination of a post-quantum algorithm and a
quantum-vulnerable algorithm for the same mechanism, such that the security
is as high as the stronger of the two components.” A composite signature should
never provide weaker security properties than its components.

Naive composite signature constructions by concatenation with ECDSA as
applied in IETF draft for X.509 not only significantly reduce the security prop-
erties of ML-DSA by inheriting the malleability of ECDSA [192], but also in-
troduces additional malleability weaknesses. In particular, when hedged or
randomized signing is used, an attacker who has observed n valid signatures
of a message M can derive up to O(n2) distinct new valid signatures for the
same message. In practice, repeated signing of the same message M with the
same private key k often occur when a signing request is retried after failure
or interruption, as well as in high-availability systems where the same message
is submitted to multiple HSMs. The composites proposed also significantly
weaken the security of ML-DSA by failing to preserve its beyond-unforgeability
properties [74, 219].

As shown by Jackson et al. [129], existential unforgeability alone does not
capture the guarantees required by real-world protocols, and the lack of beyond
unforgeability properties in traditional signature schemes has enabled concrete
attacks on deployed systems [74, 219].

The security vulnerabilities identified in naive composite hybrids are not
surprising. The new cryptographic algorithms were designed without input
from Crypto Forum Research Group (CFRG), and the primary objective was
not to improve security. Rather, the intention was to enable vendors to market
these hybrids as "quantum-resistant" and FIPS-validated, even when only the
quantum-vulnerable components (RSA or ECDSA) had been validated.

The concatenation hybrid is not the only option for hybridization, however.
Signature combiners have been proposed that preserve both strong unforgeabil-
ity and beyond-unforgeability properties [131].

It is also worth noting that if for example European ECCG ACM is inter-
preted strictly, a cryptographic mechanism is approved only if all of its un-
derlying cryptographic primitives are approved. This makes all hybrid trust
anchors under threat of being invalidated at a regulatory level when their non-
PQC component is deprecated, which is particularly problematic if they were
primarily introduced to satisfy governmental recommendations to begin with.
Because roots of trust often remain deployed for decades, selecting mechanisms
with uncertain long-term approval status introduces operational risk and may
necessitate costly and disruptive replacement of trust anchors.

5 Advanced Cryptography

5.1 Oblivious Transfer
An oblivious transfer (OT) protocol defines a two-party exchange between a
sender and a receiver, where the sender holds a set messages, and the receiver

27



obtains a subset of these messages according to its choice, without revealing
the selection to the sender and without learning any information about the
remaining messages [240]. OT protocols are commonly categorized into 1-out-
of-2 OT, 1-out-of-n OT, and k-out-of-n OT variants.

As quantum computing advances, the design of post-quantum OT protocols
has become an active research area. Li et al. propose an efficient 1-out-n
OT protocol based on the ring learning with errors (RLWE) assumption [160].
Libert et al. present an adaptive OT protocol based on short integer solution
(SIS) and learning with errors (LWE) [161]. Mi et al. construct a lattice-based
1-out-of-n OT protocol using the NTRU cryptographic primitive [174].

There is also a quantum version of OT, Quantum Oblivious Transfer (QOT).
In both classical and quantum models, one-sided two-party computation is im-
possible with information-theoretic security [173]. Perfect QOT is only possible
with restrictions on dishonest parties [243]. Santos et al. propose a hybrid
quantum oblivious transfer (HQOT) protocol [208], which relies on oblivious
keys generated via quantum processes.

5.2 Homomorphic Encryption
The idea of homomorphic encryption is to enable calculations on ciphertexts
without first decrypting them. In partially homomorphic encryption, only one
operation, typically either addition or multiplication, is doable in encrypted
form. In fully homomorphic encryption, it is possible to carry out combina-
tions of two different operations, typically both addition and multiplication, in
encrypted form.

Bhoi, Arakala, Corman, and Rao have reviewed current lattice-based Post-
Quantum Homomorphic Encryption schemes and provided justification for di-
versifying the field with code-based alternatives [32].

5.3 Password Authenticated Key Exchange
Password authenticated key exchange (PAKE) protocols enable participants
sharing a low-entropy password to establish an authenticated and encrypted
session without revealing the password itself. PAKE protocols are designed to
prevent offline dictionary attacks by requiring an adversary to interact with a
legitimate participant for each password guess. As a result, dictionary attacks
are limited to online attacks, which must be mitigated by system-level defenses.

According to an overview from Alnahawi et. al. [9], PAKE standards have
not yet been upgraded into the PQC settings, even though many PQC-solutions
have been proposed. Among the surveyed post-quantum PAKE constructions,
lattice-based solutions were highly represented, while code-based alternatives
were not found. Since the code-based alternative HQC was selected by NIST
as a standardized KEM, it would be natural to seek code-based alternative for
PAKE as well. A promising methodology for constructing PAKE protocols is to
use generic compilers that transform a KEM into a PAKE, but such construc-
tions require additional security properties from the underlying KEM [24]. The
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standardized lattice-based ML-KEM can be transformed to satisfy these prop-
erties (as described, for instance, in the IETF internet draft [234]), but whether
KEMs based on other assumptions, such as HQC, satisfy or can be adapted to
satisfy the same properties remains unclear.

As with KEMs and digital signatures, hybrid constructions are also desirable
for PAKE protocols. Vos et. al. proposed such a construction based on classical
CPace and their variant of post-quantum OQUAKE [235].

Jana and Dutta proposed two efficient PAKE protocols that, according to
the authors, are the first post-quantum secure PAKE’s that achieve identity
privacy and resistance to pre-computation attacks [130].

5.4 Multi-Party Key Exchange
The problem of sharing a key with n ≥ 3 parties is significantly more challenging
than the two-party case. The concept of multi-party key exchange has been de-
veloped to securely establish a shared key among group members. Ingemarsson
et al. proposed a solution using rings of integers [126]. Burmester et al. intro-
duced a system with a cyclic function [48], assuming the authentication scheme
is secure due to the discrete logarithm problem. Bresson et al. presented a
group Diffie-Hellman key-exchange mechanism that achieves authentication key
exchange with implicit authentication [47].

With the development of quantum computing, all of these systems become
vulnerable. Dabra et al. propose a lattice-based password-authenticated key
exchange (SL3PAKE) for two parties [77], based on existing 3PAKE, which
involves a trusted third party.

Fan et al. provide multi-party key exchange protocols using an isogeny-based
cryptographic scheme [97]. Li et al. propose a group key exchange protocol that
uses symmetric key primitives and hash functions that are already quantum
resistant [159].

5.5 Secure Multi-Party Computation
Secure multiparty computation (MPC) enables two or more parties, each holding
private inputs, to jointly compute a function over their inputs without revealing
them to each other [253]. The standard security requirements for MPC include
privacy, correctness, independence of input, guarantee of output, and fairness.

Guizani et al. survey the impact of quantum computing on MPC security
and assess emerging quantum-resistant MPC protocols. They also proposed a
unified framework for modeling quantum-secure MPC [111].

Büscher et al. developed an oblivious transfer protocol based on the ring
learning with errors assumption [49], which they use to implement a post-
quantum variant of Yao’s garbled circuits protocol with comparable efficient.
While their construction improve resilience against quantum adversaries, the
authors note that formal security proofs are not fully established.
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5.6 Zero-knowledge proofs
Zero-knowledge proofs (ZKP) enable provers to convince verifiers of the validity
of statements without disclosing any other information. Three properties need
to be satisfied: completeness (if a statement is true, the prover is able to convince
the verifier), soundness (malicious prover is not able to convince the verifier if
the statement is false), and zero-knowledge (verifier learns nothing except that
the statement is true). Originally, the zero-knowledge property needs to be
satisfied unconditionally. However, there are variants, argument systems, that
provide only computational security. In addition, classical ZKPs are interactive,
but non-interactive variants have been designed for specific applications.

Quantum computing model places restrictions on zero-knowledge. There is
a proven impossibility result that demonstrates that black-box expected quan-
tum polynomial-time simulation is unachievable for constant-round protocols
under measured-runtime models [64]. However, Lombardi et al. have shown the
post-quantum security of several foundational systems such as the GMW graph
non-isomorphism protocol, Feige-Shamir NP arguments, and Goldreich-Kahan
constant-round proofs by redefining simulation complexity via coherent-runtime
tracking to preserve quantum superpositions [166]. They argue that this model
is the appropriate quantum analogue of classical expected polynomial-time sim-
ulation.

Chiesa, Manohar and Spooner lifted the original SNARG (succint non-
interactive argument) construction of Micali from ROM to QROM [66]. The
result applies to any SNARG obtained from public coin interactive oracle proof
via BCS transformation. They also showed how QROM-secure SNARGs can be
constructed based on certain properties.

The Merkle tree structure is used in various cryptographic commitment
schemes that form a basis of zero-knowledge proof systems. Direct adapta-
tions of classical Merkle constructions fail against quantum attacks, rendering
them insecure in standard models and necessitating the quantum Haar ROM for
viable commitments. However, the security of the quantum Merkle tree remains
unproven against arbitrary malicious provers due to the lack of analytical tools
tailored to this model [60].

Folding is a technique that can be used to build more efficient proof systems,
as well as to construct incrementally verified computation. Pairing-based folding
schemes exist [146], and are relatively straightforward. There is a literature on
lattice-based folding schemes starting from Latticefold [36, 184, 152, 56] [35].
The main technical difficulty is efficiently proving the shortness of witnesses,
which is required for the security of the underlying SIS-assumption. Techniques
to help achieve this include random projections (also used in other lattice-based
proof systems) and use of the sumcheck protocol. Lattice-based folding schemes
focus largely on efficiency, and whether they are zero-knowledge has not been
established.
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5.7 Polynomial Commitment Schemes
Polynomial Commitment Schemes (PCSs) are a fundamental component of
modern practical (zero-knowledge) Succinct Non-interactive Arguments of Knowl-
edge (zk-SNARKs). They enable the compilation of information-theoretically
secure Polynomial Interactive Oracle Proofs (PIOPs) into succinct arguments [65].
Consequently, the efficiency of the PCS largely determines the proof size, veri-
fication complexity, and computational overhead incurred by the prover. Many
practically efficient systems, such as Spartan [213], HyperPlonk [57], and GKR [108],
employ the SumCheck protocol as a subroutine and therefore require a PCS that
supports multivariate polynomials [167].

The predominant paradigms for constructing PCSs are based on groups (par-
ticularly bilinear pairings) [137], variations of FRI [27], and lattices. Among
these, pairing-based schemes typically provide the best practical efficiency and
optimal asymptotic performance in the trusted-setup setting, with some con-
structions achieving constant-size proofs, linear prover complexity, and polylog-
arithmic verifier complexity [26]. A significant drawback of these pairing-based
schemes is that they do not provide post-quantum security.

In contrast, hash-based and lattice-based schemes are plausibly post-quantum
secure. However, despite being computationally efficient, hash-based schemes
generally suffer from large proof sizes. For example, pairing-based schemes
can achieve proof sizes of only a few hundred bytes [104], whereas hash-based
schemes often require proofs larger than 100 KB [113], and sometimes on the
order of megabytes. Lattice-based schemes can achieve smaller proof sizes, but
then the verifier is typically not asymptotically or concretely efficient. Recent
work by Klooß et al. [144] presents the first lattice-based polynomial commit-
ment scheme, RoKoKo, that is both concretely and asymptotically efficient,
achieving linear-time prover complexity and polylogarithmic-time verification,
with a proof size of roughly 150 KB. RoKoKo has comparable concrete verifier
complexity to many hash-based constructions, while offering significantly im-
proved prover efficiency. Using lattices, it is also possible to obtain even smaller
proof sizes (around 50 KB), at the cost of less efficient verification [183].

In conclusion, many alternatives for constructing post-quantum SNARKs
still do not match the performance of pairing-based systems. From a secu-
rity perspective, to the best of our knowledge, Fiat–Shamir-transformed lattice-
based constructions have not yet been analyzed in the QROM and therefore lack
a complete end-to-end post-quantum security analysis. In contrast, hash-based
constructions are generally built using the BCS transformation [28], which has
been shown to be secure in the QROM [66]. Consequently, hash-based con-
structions can be considered a more secure option, as they rely only on random
oracles and their quantum security guarantees are better understood.

5.8 Anonymous credentials
Anonymous credentials (AC) allow a user to prove possession of a credential
while revealing no additional information beyond the required attributes. Fur-
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thermore, repeated presentations of the proof should be unlinkable. ACs are
commonly constructed using zero-knowledge proofs, although blind-signature-
based constructions are also possible, where an authority blindly signs a token
representing the credential. Credential revocation is not as straightforward in
AC systems as it is for regular digital certificates, since the verifier cannot sim-
ply check whether the credential appears in a credential revocation list. Instead,
specialized revocation mechanisms have been proposed for some anonymous cre-
dential schemes.

As of yet, the efficient solution for post-quantum anonymous credentials re-
mains an active research topic, and even the classical ACs lack standardization.
BBS signatures are pairing-based signature schemes that support selective dis-
closure and zero-knowledge proofs of credential possession [225]. However, their
security relies on assumptions vulnerable to quantum adversaries. Several post-
quantum replacements have been proposed that replace the underlying pairing-
based primitives with lattice-based constructions [237][135][153][39]. Although
these constructions achieve post-quantum security, they significantly increase
sizes of the credentials and the presentations.

Kemmoe et al. have proposed a method for credential revocation in their
preprint paper [140], which is applicable to "state-of-the-art lattice-based anony-
mous credential systems" [80] [154] [134] [16].

Bouillaguet et. al. revisited Fischlin’s framework for blind signatures and
have presented a "efficient and compact blind signature schemes based on hash-
and-sign post-quantum signatures" that outperform the most compact existing
PQC blind signatures in terms of signature size [43].

6 Cryptographic Protocols

6.1 SSH
Secure Shell (SSH) is a protocol used to establish a secure client-server channels.
It consists of three layers: the transport layer for encryption, server authenti-
cation, and message integrity [246], the authentication layer for user authenti-
cation [244], and the connection layer for multiplexing multiple logical channels
over a single encrypted tunnel [245].

The connection layer operates within an encrypted and authenticated chan-
nel and does not introduce additional cryptographic mechanisms, and is there-
fore not relevant in post-quantum perspective. The authentication layer includes
a public-key authentication method, where the server verifies the client’s iden-
tity using a stored public key. Although this method requires a post-quantum
solution, the transition is relatively straightforward due to the limited crypto-
graphic complexity and is therefore not the main focus here. The transport
layer relies on a more varied range of cryptographic primitives and is worth a
closer examination, not only to understand the requirements for post-quantum
transition of SSH, but also for comparison with similar protocols.
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Public key distribution

The transport protocol in SSH, by default, uses a trust-on-first-use (TOFU)
authentication model, where the client software locally stores the server’s public
key on the first connection after the user manually verifies the connection via
an external source. Alternatively, SSH certificates can be used together with
a certificate authority (CA), which is typically an local trust anchor within an
organization. In the latter model, the server’s public key is certified by the
CA, which mitigates the risks associated with the TOFU model but introduces
additional trust relationships.

Key establishment and authentication

The transport layer establishes a shared secret between the client and the server
through a key exchange protocol. In the commonly used SSH key exchange
methods, the server signs a hash of the exchange to bind its identity to the
session. The SSH protocol also permits a key exchange methods with implicit
authentication, where the key agreement alone suffices to establish the authen-
ticity of the server. However, such methods are not implemented, for example,
in OpenSSH.

Transmission

After deriving the shared keys, the transmission layer encrypts and authenticates
all transmitted data using symmetric encryption and message authentication
tags, or authenticated encryption with additional data (AEAD) schemes.

Post-quantum transition

Post-quantum migration in SSH primarily affects its asymmetric components
used in key exchange and authentication, the latter covering both the server
authentication in transport layer, and the client authentication in the authenti-
cation layer. OpenSSH already offers hybrid KEMs as a default for session key
establishment, but the post-quantum digital signatures are not yet supported.

SSH’s TOFU model simplifies small-scale migration to post-quantum au-
thentication in one-to-one connections, compared to the larger-scale trust in-
frastructures associated with SSH certificate-based systems.

Results

Benčina et. al. performed a post-quantum security analysis of SSH in the
quantum random oracle model (QROM), proving it to be a secure authenti-
cated and confidential channel establishment (ACCE) protocol when the hy-
brid KEM used in the handshake phase is IND-CPA secure and the remaining
primitives satisfy their respective security requirements[29]. This differs from
the previous analysis, which relied on IND-CCA secure KEMs, such as those
used in common post-quantum SSH implementations. The results suggest that
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SSH does not require the stronger IND-CCA secure KEMs, and their exper-
iments where they removed the Fujisaki-Okamoto transformation significantly
reduced the number of hash function computations. The analysis focuses on
the Harvest-Now-Decrypt-Later threat model and does not consider the active
quantum threat.

The Open Quantum Safe (OQS) fork of OpenSSH enables a variety of post-
quantum KEMs and digital signature algorithms for prototyping purposes. Us-
ing this fork, Crockett et al. successfully prototyped various NIST Round 2 sub-
missions in OpenSSH, including both pure and hybrid Kyber and Dilithium [75].
Key establishment and authentication mechanisms were evaluated separately,
and therefore a fully post-quantum OpenSSH was not deployed in the study.
The experiments focused on a TOFU model with raw public keys and did not
consider SSH certificate-based authentication model. The implementation effort
was found to be relatively modest, which was partly attributed to one-to-one
usage scenario.

6.2 TLS 1.3
Transport Layer Security (TLS) is a protocol to provide secure channel between
two peers[205]. It consists of a handshake protocol which establishes the shared
secret and authenticates the server, and optionally a client, and a record proto-
col that uses the established secret to protect subsequent traffic. The abstract
framework of TLS is similar to the transport layer of SSH, with the most signif-
icant difference being the authentication model. Instead of the TOFU model,
TLS relies on CAs to certify server public keys through a public key infrastruc-
ture (PKI).

Public key distribution

In TLS, the server will send its static public key to the client in a certificate
signed by a CA, including any intermediate certificates. Similar to SSH, CAs
and the public keys in their self-signed certificates act as trust anchors that bind
identities to public keys. However, unlike the CAs typically used in SSH, TLS
CAs typically act as global trust anchors that are also referred to as webPKI,
public key infrastructure of the world wide web. Clients store trusted CA cer-
tificates locally to validate server certificates. Local CAs are possible for use
cases that does not require global access.

Key establishment and authentication

A shared secret is negotiated in a handshake protocol, in which the parties
first negotiate the used algorithms and exchange their ephemeral public keys
to compute the key exchange. The server authenticates itself by signing the
handshake transcript with the private key corresponding to the certified public
key presented in the certificate. In case of mutual authentication, the client
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similarly authenticates itself with its own certificate that is signed by a CA
trusted by the server.

Transmission

The record layer protects the transmitted data with a symmetric AEAD scheme.

Post-quantum transition

The post-quantum TLS 1.3 is believed to be achieved by replacing classical
asymmetric cryptographic methods in the handshake phase with quantum-
secure counterparts similarly to SSH. In webPKI, authentication is based on
a global public key infrastructure, which will take some time to include trust
anchors for the new algorithms.

TLS does not rely on cryptographic properties beyond those required for
ACCE protocols and forward secrecy, so in the classical setting the Diffie-
Hellman with ephemeral keys has been quite straightforward solution for key
agreement. Current post-quantum TLS deployments typically use hybrid key
establishment combining Diffie-Hellman and ML-KEM. Properties of DH that
are not present in ML-KEM (symmetrical key agreement, static-static key pos-
sibility) are not required or used in TLS, and therefore the changes in key
agreement are not too significant in theory. Some practical issues arise from the
large key sizes, however.

Transition to hybrid key exchange in TLS is already quite widely adopted,
but quantum-secure authentication remains to be deployed. While key estab-
lishment mechanisms can be upgraded by the communicating endpoints, de-
ployment of post-quantum authentication requires support throughout the PKI
ecosystem. The tool chains necessary for the PKI transition, from secure CA
key storage to software solutions to managing the certificates and updates to
the relevant application standards are still being finalized [171], and the con-
cern of whether ML-DSA should be hybridized, and if so, the maturity of hybrid
options, is also impacting long-lived trust anchors in webPKI.

Results

Provable security has been demonstrated for the handshake protocol in TLS 1.3
against polynomial time adversaries [90]. In the chapter, the authors identify
the need for the extension of their proofs to take into account the post-quantum
extensions that were not implemented at the time, and the reliance on the
Diffie-Hellman assumption.

Huguenin-Dumittan et al. have proven a CPA secure KEM to be sufficient in
the TLS 1.3 handshake, but the security bounds were not tight, and the security
was evaluated in ROM [125]. Biming et al. tightened the security bounds and
lifted the proof into QROM [254].

Resource-constrained embedded devices face critical energy, latency, and
memory limitations that severely restrict TLS deployment in battery-powered
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IoT applications. Specific post-quantum combinations, particularly those em-
ploying SLH-DSA for digital signatures, incur execution delays and high energy
consumption [223]. Resource-constrained end-nodes requiring mutual authenti-
cation or high quantum resistance face the most severe deployment bottlenecks,
whereas devices operating in unilateral authentication configurations can some-
times achieve energy efficiency comparable to or exceeding traditional TLS.

TLS 1.3’s limit in keyshare restriction poses challenges for large-key algo-
rithms resulting in packet fragmentation. Increasing security levels or adopt-
ing hybrid implementations amplifies transmitted data, triggering TCP conges-
tion window throttling and initial window delays that disproportionately extend
handshake times [116]. However, ML-KEM and other structured lattice-based
algorithms achieve very good overall performance and partially beat classical
schemes.

6.3 Signal
Notation 6.1. Deniability is a security property that prevents Bob, the accuser,
from using a transcript of communication with Alice, the denier, to prove to a
third party, the judge, that Alice participated in communication. For 1-out-of-2
deniability, either party must be able to simulate a transcript indistinguishable
from a real execution.

Signal is an end-to-end encrypted messaging protocol. Similar to SSH and
TLS, Signal separates initialization and transmission into distinct protocols.
However, communication is asynchronous, channels are longer-lived, and Signal
provides additional security properties such as deniability. These properties
significantly affect the cryptographic design and requirements for post-quantum
transition.

Public key distribution

Users upload their public keys to Signal’s server, which distributes them to
other clients. For protection against a malicious server attempting a man-in-
the-middle attack, clients can verify their public keys by comparing QR codes,
either in person or through another secure channel.

Key establishment and authentication

Signal uses the PQXDH protocol [150], a post-quantum extension of X3DH, for
key agreement and authentication. To send an initial message to Bob, Alice
fetches a public prekey bundle containing his identity key, prekeys, and, when
available, a one-time prekey, together with their respective signatures and iden-
tifiers. The initial message in a conversation consumes the recipient’s one-time
prekey to add additional entropy to initialization.

Alice verifies the signatures and generates an ephemeral key pair. To de-
rive the shared key, she computes multiple keyshares from combinations of her
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private keys and Bob’s public keys. Each keyshare serves a distinctive pur-
pose, binding the long-term identities for authentication and providing forward
secrecy through short-term keys. The shared key is calculated using a key
derivation function (KDF) from the concatenation of the keyshares.

The initial message Alice sends to Bob contains her identity key, ephemeral
key, identifiers of Bob’s used prekeys, and the first encrypted message, encrypted
using the AEAD-scheme defined for the transmission layer. The initial message
can be simulated by either of the participants, granting 1-out-of-2 deniability
for both.

Transmission

Signal uses a Double Ratchet algorithm to exchange encrypted messages [196].
To achieve forward secrecy between messages, a symmetric-key ratchet is used
to derive unique message keys from previous key material. To provide post-
compromise security, an asymmetric ratchet introduces new ephemeral keys,
effectively performing a new key agreement for each message chain.

Private Group System

Signal’s private group system relies on pairwise one-to-one channels established
between every pair of group members, secured with PQXDH and the Double
Ratchet. To manage membership lists on the servers while preserving privacy,
the lists must remain encrypted while still allowing authorized members to up-
date the group state without revealing its contents to the server. The system
for maintaining the membership lists is based on the construction proposed by
Chase et. al [55]. To support these operations, the construction employs a ho-
momorphic encryption scheme, allowing certain computations to be performed
directly on encrypted data.

Post-quantum transition

Compared to TLS, the post-quantum transition for Signal requires more delicate
solutions to preserve its security properties. Whereas in TLS, key agreement and
the authentication are provided by separate cryptographic mechanisms during
the handshake, in Signal these are combined into the same computations to sup-
port asynchronous operation, mutual authentication, and deniability, although
the authenticity of the Bob’s keys can be verified separately. The transition also
differs in the message exchange phase, where the TLS transmission layer does
not rely on asymmetric cryptography, whereas Signal’s Double Ratchet does to
provide post-compromise security. Additional requirements arise from Signal’s
private group system.

PQXDH is an extension of X3DH that introduces an ML-KEM-encapsulated
shared secret, which is concatenated with keyshares for key derivation. Al-
though this provides post-quantum confidentiality, the authentication still relies
on classical assumptions. Even though signatures could be replaced with the
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standardized post-quantum digital signatures, deniable mutual authentication
in PQXDH relies on the symmetry of Diffie-Hellman key exchange, where Alice
and Bob compute the same keyshare using their own private key and the other
party’s public key. As stated in the PQXDH documentation, "Post-quantum
secure deniable mutual authentication is an open research problem" [150].

Since Diffie-Hellman is used in the Double Ratchet to provide post-compromise
security, a ML-KEM-based ratchet has been added to construct a so-called
Triple Ratchet [86].

Signal’s group system is based on ElGamal for its homomorphic nature, and
its security proof relies on the Diffie-Hellman assumption in ROM [55]. These
imply that the confidentiality of encrypted group data, including membership
lists, does not currently provide post-quantum security and is therefore vulner-
able to harvest-now-decrypt-later attacks.

Results

Deniability of the classical X3DH and post-quantum PQXDH Signal protocols
have been studied by Katsumata et. al. [138], and it was concluded that both
provide deniability against a malicious classical accuser and a classical judge.
In the model where we take into account the harvest-now-judge-later scenario,
the accuser is classical, but the judge may be quantum-enabled. In this sce-
nario, only the standard (honest-but-curious accuser) deniability holds. A paper
by Fiedler and Langrehr challenges this result by arguing that the underlying
EKDH assumption does not hold for deniability against a malicious accuser
[99].

Brendel et al. have shown how to construct an asynchronous deniable au-
thenticated key exchange protocol from a designated verifier signature scheme
based on ring signatures [45]. However, it does not provide deniability against
a malicious accuser who does not follow the protocol.

Protocols migrating to post-quantum algorithms should consider preparing
for sudden changes in security assumptions by supporting backup algorithms.
Typically, the lattice-based scheme is implemented first, followed by a code-
based alternative. Juaneda et. al. propose a code-based ratcheting mechanism
as an alternative to the ML-KEM mechanism in Triple Ratchet [136].

6.4 Tor
Tor is a distributed overlay network [226], which uses a circuit of nodes to
conceal the relationship between the client and the destination. Communication
between neighboring nodes is protected by TLS, but additional cryptographic
layer is required to hide the content and the whole circuit from the individual
nodes. A tor circuit includes the client (or Onion Service), entry node, one
or more middle nodes, and the exit node (alternatively a rendezvous point or a
introductory point). Entry node is the only node that knows the client’s network
address, while the exit node is the only node that knows the endpoint.
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Onion Service is a server running inside the tor network, effectively hiding its
real location. OS maintains a long-term introductory point through which the
clients can initiate connections. In the initiation, client will request a connection
to OS via a rendezvous point, which for they both build their own tor circuits.

Clients build circuits to exit node for anonymous access to public services,
and to rendezvous point for anonymous access to onion services.

Public key distribution

Directory Authorities are the servers that maintain a consensus of the signed
list of nodes, including necessary metadata such as IP-addresses and public
keys. When the tor circuit it established, the list of available nodes is requested
from the DA and appropriate nodes are selected at random, but weighted by
bandwidth.

OS will publish the necessary details of its current introductory points in
the tor network, and they are accessible for clients that possess the OS’s onion
address, which is a concentration of a OS’s public key, version number, and the
checksum. Onion address can be published for a selected audience, often via
public web sites or chat groups.

Key agreement, authentication, and transmission

When the client is establishing the circuit, he first initiates ntor-v3 handshake
with the entry node to form a private channel between the two based on a
symmetric secret they share. By using the entry node as a proxy, client will
extend the circuit by establishing similar channel with middle node without
revealing the new symmetric secret for the entry node, or clients address for
the middle one. Client will do this once more with the exit node to gain secure
channel where the transmission, initially a TLS handshake to final endpoint, can
be encrypted with three symmetric secrets, each decrypted by one node before
relaying the transmission forward. Similar operations are conducted when the
connection is established through the rendezvous point to a OS, but instead of
regular TLS handshake with the endpoint, the client and OS perform a ntor
handshake.

Post-quantum transition

Cryptography vulnerable to quantum algorithms is used in many parts of Tor
protocol. TLS layer (dismissing the TLS 1.2), ntor handshakes, node authen-
tication, signatures from DA’s and OS’s all rely on either Ed25519 or x25519.
All of these imply practical sacrifices in terms of performance and memory
requirements when migrated to PQC, especially for the multi-layered circuit
establishment, but the post-quantum alternatives for these are not shown to
result in theoretical issues regarding any subtle security properties.

Usage of OS’s public key as a part of its onion address defines somewhat tight
boundaries for the size of the public key, which suggests the usage of SLH-DSA
if other changes to protocol are not being made.
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Results

TLS part of the tor can be expected to follow the progression of PQ-TLS in
general, and migration is on going with increasing number of nodes supporting
the current implementations of it. Implementation of local PQ-Tor network
by Berger et al. evaluates the practical overhead in performance and memory
between classical and PQ variants of asymmetric operations such as the ntor-
v3 [30]. Practical limitations arise from the limited space in handshake cells
which leads to a fragmentation of a PQ keys, but the successful implementation
suggests no significant challenges. They admit that their estimated PQC over-
head is highly theoretical, since it is concluded in a constrained environment and
misses a multitude of parameters. It’s also noted that the plug-in replacement
is probably not the most efficient way to handle this migration, and that there
will probably be some reconstruction of the underlying protocols for efficiency
gains. It should be noted that they used ML-DSA over the SLH-DSA for its
efficiency without disclosing the problem with the onion addresses getting too
large in practice.

6.5 European Digital Identity Wallet
The European Digital Identity Wallet (EUDIW) is a digital identity ecosystem
that enables users to store, present, and manage their personal identification
data (PID) and attestations using their wallet unit. To reduce repetition, we
use the term attestation to refer to both PIDs and attestations. At the time of
writing, EUDIW is specified by its Architecture and Reference Framework [95],
and its reference implementation is being developed [94]. Among the actors in
the EUDIW ecosystem, the most relevant for post-quantum considerations are
identity providers (Providers), relying parties (RP), trusted lists of providers
and RPs, and the wallet unit.

The cryptographic requirements, as summarized in the Cryptographers’ Feed-
back on the EU Digital Identity ARF [23], include selective disclosure, unlink-
ability, pseudonymous authentication, unforgeability, and non-transferability.

Issuing attestations

Attestations are issued by providers following the OID4VCI protocol [164]. In
this model, the wallet unit first authenticates to the provider and proves the
user’s eligibility to receive the attestation. The provider binds the attesta-
tion to a key that is controlled exclusively by the wallet unit to ensure non-
transferability.

Attestation revocation

Attestation revocation is discussed in EUDIW ARF ANNEX 2 Topic 7. The
providers shall use revocation by means of short-lived attestations, attestation
status lists, or attestation revocation lists. These methods are not crypto-
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graphic, but the cryptographic properties of the attestation affect the usability
of these methods.

Presenting attestations

Presenting attestations to relying parties follows the OID4VP protocol [165].
The wallet unit receives a presentation request from the RP, typically encoded
as a QR code, and parses the requested attributes. The wallet unit then au-
thenticates the RP using the appropriate trusted list, searches for an attestation
containing attributes that satisfy the request, and asks the user for consent to
present the requested attributes.

The EUDIW ARF requires that presentations from the same user remain
unlinkable for colluding malicious RPs, and even for colluding groups of RPs
and providers.

Design challenges

Following the issues mentioned in ARF and by Carsten et al. [23], the proposed
format of attestations and their presentation will either provide unlinkability
or non-transferability, but not both. If attestations are strictly bound to a
wallet unit, or its single key pair, then repeated presentations may be linkable
by the relying parties. On the other hand, if the one-time key pairs are used
and attestations are only used once, they become independent, weakening non-
transferability since users can share credentials without revealing a long-term
secret key. Additionally, maintaining a large number of keys would make the
possibility of storing keys in secure enclaves infeasible. Short-lived attestations
provide a partial compromise, but do not provide unlinkability against colluding
groups of providers and relying parties.

A zero-knowledge proof-based verification mechanism is a recognized alter-
native in the ARF which would provide unlinkability even against the colluding
providers and relying parties. Research on zero-knowledge proofs is active, but
the lack of mature standards and hardware support complicates their integra-
tion.

Post-quantum transition

Carsten et al. note that the currently proposed authentication mechanisms
not only contradict some of the classical privacy requirements, but also rely
on classical cryptographic assumptions that are not post-quantum secure [23].
Among the anonymous credential systems they describe is the family of BBS
schemes, which provide unconditional unlinkability, but the signatures remain
forgeable for a quantum adversary.

Signature-based authentication could be migrated to a post-quantum setting
by updating the signature schemes and presentation methods within the formats
used with OID4VCI and OID4VP, but privacy-preserving post-quantum zero-
knowledge proofs or suitable blind signatures would better satisfy the privacy
requirements.
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Results

Desmoulins et al. proposed anonymous credential scheme BBS# [83]. It is
efficiently implementable on modern mobile devices, it provides credential un-
forgeability under classical assumptions, and it unconditionally provides strong
unlinkability. Although it could be a significant improvement over the current
authentication methods, a fully post-quantum construction based on it remains
an open research question.

7 Limiting factors in hardware implementations
of PQC

7.1 Effects of larger keys, signatures and ciphertexts
The dominant practical penalty of PQC in hardware implementations is the
growth in the size of keys, ciphertexts and signatures, which translates di-
rectly into larger RAM, flash and register-file requirements in an imlementa-
tion [42]. When ECC keys occupy only a few tens of bytes, currently standard-
ized PQC schemes require at least some thousands of bytes, some (e.g., code-
based schemes) substantially more. These increased storage requirements may
render it impractical to use PQC algorithms in certain extremely constrained
environments.

The larger keys, signatures, and ciphertexts also set a burden for the in-
terfaces between the cryptographic core and the surrounding system simply
because more data needs to be transferred before and after the cryptographic
operation. Having said this, PQC has not changed the fact that costs of hard-
ware accelerated asymmetric cryptography operations are still dominated by
computation rather than interfacing [19, 239, 101], but the interfacing cost is
a factor that plays a larger role especially in tightly-coupled-accelerators that
require frequent data transfers between the host and a cryptographic accelerator
(such as a Keccak core) [101].

More bytes must be moved across the communication channel as well. In
systems where the radio or contactless interface dominates the energy bud-
get, such as smart cards, RFID/NFC tokens and low-power wireless embedded
nodes, this transmission overhead can outweigh the cost of the cryptographic
computation itself and may create problems with power budgets and reduce
battery life. Also transaction latencies may increase beyond the limits tolerated
by contactless standards. These aspects can be significant problems for the
PQC-transition in extremely constained systems.

7.2 Microarchitecture
Classical public-key hardware is comparatively homogeneous: an RSA or ECC
core is essentially an engine for modular arithmetic of large integers. PQC
schemes, by contrast, are heterogeneous, combining several distinct computa-
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tional kernels that each warrant their own hardware support [19]. A typical
lattice implementation requires:

1. modular arithmetic engined with relatively small modulus for performing
an NTT/inverse-NTT and various polynomial arithmetic operations,

2. a Keccak/SHAKE core for hashing and pseudorandom expansion,

3. samplers that convert pseudorandom bytes into coefficients drawn from a
specific distribution, and

4. encoders and decoders for mapping byte strings to polynomial vectors,
and vice versa.

These blocks have differing datapath widths, control flows and area–latency
trade-offs, complicating both the microarchitecture and the scheduling to keep
them busy in an optimal manner [19, 101]. Although these blocks alone can
be simple and compact, the plain number of different operations that must be
supported makes designing a compact PQC hardware implementation a difficult
task and the footprints of compact PQC implementations tend to be significantly
larger than of compact ECC implementations; this is emphasized if memory
footprints are also considered, as discussed above.

7.3 Side channel analysis and PQC algorithms
Like all cryptographic hardware, PQC implementations must resist side-channel
and fault attacks that are in the threat model for that particular use case [203,
197]. However, several structural features of PQC algorithms make this harder
and more costly than for mature classical designs (in particular ECC) [40]. The
difficulties arise partly from the heterogenous nature of PQC algorithms, which
was discussed above, and partly from the relative newness of the schemes [203],
which means that few established countermeasures are available and concensus
about the level of required protections is still partly missing.

7.3.1 Current Results in Securing PQC Against Side-Channel At-
tacks

PQC schemes, while mathematically secure against quantum adversaries, re-
main vulnerable to Side-Channel Attacks (SCA) that exploit physical leakages
such as timing, power consumption, and electromagnetic emissions [81, 85].
These attacks target the implementation rather than the underlying hard prob-
lem, making practical security a critical concern.

7.3.2 Observed Vulnerabilities

Recent studies have demonstrated that lattice-based schemes like CRYSTALS-
Kyber and Dilithium exhibit non-trivial leakage under power and electromag-
netic analysis, even when implemented with basic countermeasures [189]. Ma-

43



chine Learning (ML)-assisted SCAs further reduce the number of traces re-
quired for key recovery, highlighting the insufficiency of traditional protec-
tions [189]. Timing-based attacks exploiting rejection sampling and secret-
dependent branches have also been shown effective against certain PQC primi-
tives [207].

7.3.3 Countermeasure Strategies

Current countermeasures include:

• Masking and Shuffling: Applied to lattice-based schemes to randomize
intermediate values and execution order [85].

• Constant-Time Implementations: Avoiding secret-dependent branches
and memory accesses, particularly in rejection sampling routines [207].

• Randomized Clocking and Delay Insertion: Introduced to miti-
gate timing and power analysis attacks, though at significant performance
cost [73].

• AI-Driven Mitigation: Emerging approaches leverage anomaly detec-
tion and adaptive countermeasures using machine learning to dynamically
respond to leakage patterns [1].

7.3.4 Hardware-Level Protections

FPGA-based implementations of NIST PQC finalists have incorporated uni-
versal countermeasure components, such as integrated masking units and noise
injection, to reduce leakage without excessive resource overhead [133]. Auto-
mated evaluation platforms like PQC-SEP now enable pre- and post-silicon
leakage assessment, improving design-time security validation [224].

7.3.5 Timing attack on HQC

In a recent paper [155], it has been shown that HQC and other code-based KEMs
are vulnerable to timing attacks. It is specifically mentioned that an attacker
can exploit the timing leakages that occur when processing sparse vectors, which
are ciphertext-independent, to recover the secret key by measuring the leakages
only once. The authors state that CT-grind can find timing leakages in various
implementations of HQC.

7.4 User interface differences for applying the cryptographic
primitives

The structure of how to request signatures and other operations is different in
the NIST standardized ML-KEM, ML-DSA and SLH-DSA algorithms. From
a programmer’s point of view, the Abstract Programming Interface (API) of
the cryptographic primitives has changed in a way that has notable practical
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implications that bear summarizing from the point of view of implementation
considerations.

7.4.1 Key establishment constraints

In case of KEM algorithms such as ML-KEM, the implementation allows joint
establishment of a key between two recipients. In online protocols such as TLS,
an ephremeal ML-KEM key can be created and a separate algorithm is used to
authenticate this one-time KEM key and the key exchange result. If ML-KEM
is used with a static key, it is possible to exchange the key with a receiving party
without the receiving party being online, for example for the purposes of email
encryption.

The way KEMs work enforces three differences in ways of working:

• A KEM key cannot sign. A single RSA key for email signing and encryp-
tion has not been recommended for a long time, but with ML-KEM it
becomes compulsory to have a separate key.

• A KEM key cannot encrypt a pre-generated key. For establishing a single
key between multiple recipients, KEM must be used to establish a sym-
metric key with each recipient, then those keys can be used to encrypt a
shared key.

• A KEM key proof of possession also cannot involve a direct signature oper-
ation. This has implications on KEM certificate issuance by a Certificate
Authority.

As mentioned, unless static KEM certificates are used, the missing direct
link to proof of possesion is not a problem. However, in situations where a
certificate authority (CA) tries to create a certificate for a static KEM key, for
example for email encryption, it needs proof of possession to be convinced the
recipient requesting a certificate is in fact in possession of the private key. The
CA can in this situation either a) create the key itself in which case it knows
exactly where it came from, it can b) ask a separate signing key that it has
already issued to be used to sign the certificate signing request (CSR), or it
can c) try to establish some kind of custom online protocol to be convinced the
requestor is able to decrypt information for which a key is established using the
public key in the request.

7.4.2 Signing constraints

In the past, it has been possible to use RSA and ECDSA algorithms for signing a
hash of a document independently of the document. In order to address certain
attack models, both ML-DSA and SLH-DSA have been standardized in a way
that binds the hash of the document into the signing key. By default, neither
of them can be used to sign a hash of a document in a way that would allow
validation directly against the original document.
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For ML-DSA, a special construct called External-µ which also needs a public
key as input can be used to produce a smaller representation of the document
and sign that. This must separately be supported by the signature generator.

For SLH-DSA, the entire message to be signed must be passed to the module
doing the signing.

This has a few practical implications:

• To sign a large file with ML-DSA, a hardware security module would need
to support External-µ to allow passing it a smaller representative string.

• There are likely to be surprising limits to how large files SLH-DSA can
sign with keys in a hardware security module in practice, as it has no
equivalent workaround.

Practical experiments have demonstrated that in terms of Certificate Revo-
cation Lists, a file containing only a few thousand revocations was already too
much for the worst-performing hardware security modules [114].

While pre-hashed variants of the algorithms have been proposed, HashML-
DSA and HashSLH-DSA remain distinctly different algorithms from the regular
algorithm, so a file hash signed with HashML-DSA cannot be validated as a ML-
DSA signature, in addition to re-introducing the security issues that motivated
the interface change to begin with [209].

If the implementation of the signature is not following a specific standard
such as CRLs are, this algorithm-level limitation does not stop signing a file that
contains the hash of another file, and performing first a signature validation of
that file, and a separate validation that the original message matches the hash
in the signed file. This is essentially a protocol or application layer change, and
is therefore unaffected by algorithm constraints.

8 Transition

8.1 Limits to Cryptographic Asset Visibility
Visibility into cryptographic assets is widely identified in practitioner guidance
and emerging academic work as a foundational prerequisite for PQC migra-
tion [175, 200, 210, 198]. Comprehensive inventories are consistently described
in these sources as the necessary starting point for understanding cryptographic
exposure, which in turn enables coordinated transitions across complex systems.
Taken together, these perspectives suggest that cryptographic visibility is not
merely a supporting capability, but a core enabling condition for any systematic
migration effort.

Despite this widely acknowledged importance, multiple sources indicate that
organizations frequently lack comprehensive visibility into their cryptographic
assets and dependencies [69, 127, 218, 198]. Survey evidence further suggests
that only a minority of organizations report full visibility into cryptographic as-
sets such as certificates, keys, and secrets [198]. Prior work attributes this lim-
itation to the fact that cryptographic mechanisms are deeply embedded across
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applications, infrastructure, and third-party systems, often in ways that are not
immediately observable, even to system owners [69, 127]. As a result, invento-
ries are reported to remain incomplete, inconsistent, or unreliable for migration
planning [127, 198]. More broadly, these challenges reflect not only limitations
in tooling, but also structural and operational factors, such as complex system
dependencies, legacy infrastructure, and organizational constraints, that hinder
the establishment of comprehensive and continuously maintained cryptographic
visibility [233, 128, 198].

Recent standardization and industry efforts have focused on Cryptographic
Bills of Materials (CBOMs) as a mechanism for improving cryptographic visi-
bility. This focus reflects the diversity of analysis domains involved in crypto-
graphic discovery, where different techniques capture different aspects of cryp-
tographic usage [210]. While standardization initiatives such as CycloneDX
have only recently emerged [147, 194], early academic and practitioner evidence
suggests that currently available tooling remains immature and evolving [34].
Current CBOM generation approaches may produce divergent or incomplete
results, often requiring multiple techniques to compensate for individual limita-
tions. As such, existing evidence suggests that CBOMs are best understood as
a promising but still developing component of broader cryptographic visibility
strategies, rather than a complete solution.

8.2 Causes of Limited Cryptographic Agility
Cryptographic agility is generally understood as the capability of systems to
replace and adapt cryptographic algorithms over time while preserving security
and maintaining uninterrupted operation [21]. However, the concept remains
insufficiently defined. A dedicated literature survey by Alnahawi et al. iden-
tifies the absence of a unified definition and highlights that the requirements
enabling crypto-agility are not commonly agreed upon, while also noting a lack
of clarity regarding how the concept can be realized in practice [10]. Similarly,
a systematic literature review by Näther et al. reports inconsistencies in termi-
nology, definitions, and best practices across the field, indicating that no clear
consensus has yet emerged and that the overall state of the literature remains
fragmented [178].

A recurring observation in standards and industry reports is that many exist-
ing systems were not originally designed to accommodate cryptographic change.
In legacy and mission-critical environments, cryptographic functionality is often
tightly embedded within system components and lacks clear abstraction from
core application logic, reflecting historical design practices that did not antic-
ipate future transitions [21]. As a result, cryptographic components are often
difficult to update, and many systems cannot support the rapid adoption of
new algorithms without substantial system changes [21, 186]. Evidence from
industry contexts suggests that these limitations can be amplified in large-scale
deployments, where cryptographic mechanisms are deeply embedded across sys-
tem layers and require coordinated updates across multiple stakeholders and
components. Such migration efforts are described as complex and non-trivial,
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requiring careful coordination and introducing operational challenges [93].
In addition to tight coupling, the lack of widely adopted abstraction mecha-

nisms and interface standardization contributes to fragmentation at the imple-
mentation level. NIST guidance highlights the importance of modularity and ab-
straction via application programming interfaces as key approaches to enabling
cryptographic change, and identifies the development of common cryptographic
APIs as an area requiring further work [21]. Complementing this, a qualitative
interview-based study of cryptographic libraries indicates that design decisions
can span a broad range of abstraction levels and that programming interfaces
vary substantially, ranging from low-level to high-level abstractions and influ-
enced by factors such as standards, legacy code, and developer practices [211].
This variability suggests a degree of heterogeneity in current implementations,
which may hinder interoperability and increase the effort required to evolve
systems consistently over time.

Efforts to introduce crypto-agility can themselves increase system complex-
ity. Supporting multiple algorithms, configurations, and transition pathways
requires additional abstraction layers, coordination mechanisms, and testing
effort, as noted in NIST guidance [21]. A community workshop report on post-
quantum cryptography migration further highlights concerns that agility mech-
anisms introduce additional complexity and may have unforeseen consequences,
including implications for system fragility and attack surfaces [191]. More gen-
erally, increased system complexity can, if not properly controlled, lead to addi-
tional attack surface and failure modes, underscoring the importance of rigorous
design, and systematic security evaluation when introducing crypto-agile mech-
anisms.

Taken together, these observations suggest that limited practical crypto-
agility in current systems arises from three interrelated factors: the absence
of a shared conceptual foundation, leading to inconsistent definitions and re-
quirements; fragmentation at the implementation level due to heterogeneous
abstraction mechanisms and interfaces; and increased system complexity, which
complicates the secure design, integration, and evolution of crypto-agile systems.

8.3 Potential Execution Gap Between Policy Timelines
and Organizational Practice

Regulatory guidance on PQC consistently defines policy milestones extending
to 2035, but these timelines are normative in nature and do not claim to repre-
sent empirically validated execution schedules at the organizational or system
level. In this context, execution gaps refer to potential misalignments between
externally defined policy milestones and the practical ability of organizations to
complete end-to-end cryptographic migration across heterogeneous systems and
dependencies. This notion is used here as an analytical construct rather than
an empirically established condition.

NIST IR-8547 defines concrete transition milestones, including the depreca-
tion of public-key mechanisms providing approximately 112-bit security strength
by 2030 and the disallowance of quantum-vulnerable public-key algorithms, such

48



as RSA and elliptic-curve cryptography, in NIST standards after 2035. These
dates are explicitly framed as inputs to standards planning and risk management
rather than as guarantees of system-level migration completion [176]. The Euro-
pean Commission and the UK National Cyber Security Centre similarly articu-
late staged targets through 2035 as policy or risk-management objectives, rather
than strict guarantees of uniform implementation across organizations [72, 179].

Execution of PQC transition is consistently characterized in practitioner and
industry guidance as challenging, reflecting a long-running, dependency-heavy
transformation spanning systems, vendors, and organizational boundaries rather
than a discrete technical upgrade [199, 70].

Only a limited number of sources provide explicit numerical estimates of
transition duration. NIST IR 8547 does not specify explicit timelines but notes
that previous ecosystem-scale cryptographic migrations required more than a
decade and that the more complex PQC transition is expected to require at
least comparable effort, providing a conservative lower-bound expectation [176].
Practice-oriented guidance and analyses, including those by QRAMM, TNO,
and Campbell, suggest that full transitions may span multiple years to well
over a decade depending on organizational complexity and scale [201, 227, 50].

When considered alongside fixed policy timelines extending to 2035, these
estimates indicate a tightening of the effective transition window, suggesting
that organizations which have not yet initiated PQC transition activities may
face increasing difficulty in achieving comprehensive migration within current
policy horizons.

In addition to timeline considerations, multiple sources identify economic
and resource constraints as significant barriers to PQC adoption, with cost,
budget limitations, and competing priorities contributing to delayed or phased
migration strategies [187, 82, 109, 17]. At the same time, ongoing standardiza-
tion efforts introduce additional uncertainty, as organizations must plan migra-
tion paths while technical standards and implementation guidance continue to
evolve [3, 4].

At the ecosystem level, insufficient international coordination during the
PQC transition may contribute to diverging implementation approaches and
standardization practices, increasing the risk of fragmentation [17, 156]. It can
be reasonably inferred that such fragmentation may, in turn, complicate inter-
operability across PQC-compliant systems and protocols.

Collectively, these observations indicate that aligning organizational execu-
tion with externally defined policy timelines is likely to be challenging with-
out additional empirical validation or structural intervention. They highlight
structural factors that may constrain the ability of organizations to complete
comprehensive migration within current policy horizons.

8.4 Organizational Limits to Cryptographic Migration
Organizational factors are increasingly identified in both academic and practi-
tioner literature as a critical constraint on cryptographic migration. Prior work
on crypto-agility emphasizes that technical mechanisms alone are insufficient to
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enable systematic transitions, as organizational conditions fundamentally shape
how and whether cryptographic changes are implemented [168, 217, 149]. Col-
lectively, these findings indicate that migration is not purely a technical chal-
lenge, but an organizational process requiring coordination, prioritization, and
sustained operational support.

Despite the recognized importance of maintaining up-to-date cryptographic
mechanisms, evidence indicates that such efforts are often deprioritized under
operational pressures. In particular, everyday operational needs can take prece-
dence over cryptographic agility considerations, resulting in updates being post-
poned or inconsistently addressed [168]. Empirical findings further show that
cryptographic updates are frequently perceived as challenging and are therefore
delayed or carried out in an ad hoc manner, with contributing factors includ-
ing insufficient expertise, legacy system constraints, and a lack of structured
processes [149]. These observations indicate that migration timelines are not
determined solely by technical feasibility, but are significantly shaped by orga-
nizational constraints affecting planning and execution.

From an enterprise-level perspective, cryptographic migration is complicated
by limited control over configuration and reliance on software providers. Many
applications place cryptographic configuration in the hands of providers, leav-
ing operators with little control and requiring coordination across numerous
providers to implement changes [217].

Further compounding these challenges, empirical evidence indicates that
structured processes for managing cryptographic updates are often lacking in
practice [149]. Developers report limited guidance and insufficient cryptographic
knowledge, while also facing constraints such as legacy system dependencies that
hinder systematic updates [149].

Overall, existing evidence indicates that organizational constraints, mani-
fested in competing operational priorities, limited control over cryptographic
configuration, and the absence of structured processes and expertise, pose a sig-
nificant barrier to systematic cryptographic migration. Taken together, these
factors suggest that effective migration depends not only on technical mech-
anisms, but on organizational capabilities that enable coordinated planning,
decision-making, and execution across systems.

Lack of Systematic Cryptographic Transition Engineering
Existing literature is consistent with our view of the current cryptographic tran-
sition landscape, indicating that research has primarily focused on algorithmic
and protocol-level aspects, while system-level transition strategies remain com-
paratively underexplored [236]. At the same time, prior work shows that avail-
able guidance for migration is often high-level and lacks concrete implementation
detail, leaving substantial aspects of the transition to practitioners [178, 190].
Taken together, these findings suggest that systematic engineering approaches
for cryptographic transition, including concrete methods and design practices
for achieving crypto-agility, are still insufficiently developed.
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